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         Abstract 

 
 

The project aims to provide the Company with a comprehensive and detailed 

overview of the functions and procedures of an operational SOC (Security 

Operations Center) from an administrative, managerial, and technical 

perspective, to establish a hybrid SOC or Internal SOC and Possibly outsource it 

as a Managed Security Service Provider (MSSP) to its future clients and partners. 

  

Through this project, the Company will gain a deeper understanding of its vision 

to become a specialist in cybersecurity and risk management. This includes 

discovering what to look for when  recruiting competent auditors and mission 

leaders, establishing a robust Information Security Management System (ISMS) 

while adhering to the standards, laws, and decrees cited in the PASSI, and how 

monitor client data and networks, and respond to incidents encountered during its 

missions in an efficient and organized manner. 

  

From the perspective of an engineer, consultant, and cybersecurity professional, 

this project is considered a minimal and optimal practice for setting up a Security 

Operation Center. 
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Architecture  soc 

 
Outils et Technologies: 

 

1-VMware workstation:                                             

                                                       
Figure 1:vmware workstation 

VMware Workstation Player is a hypervisor, meaning it is software capable of running virtual machines 

(VMs) on a computer. We will use it to create our SOC servers and a few machines in our network. 

2-Docker ,Docker Compose: 

 
Figure 2:docker/docker compose 

Docker is an open-source platform that allows you to create, deploy, and manage applications in lightweight 

containers. A container is a standardized unit of software that includes everything needed for the application to run: 

the code, libraries, dependencies, and configuration tools. Here are some key points about Docker: 

 

1. Application Isolation: Docker containers isolate applications from each other and from the underlying operating 

system, ensuring consistent execution across different environments. 

 

2. Docker Images: A Docker image is a lightweight, standalone, executable package that includes everything needed 

to run a piece of software, including the code, a runtime, libraries, and system tools. 

 

3. Docker Registry: Docker Hub is a public container registry where you can store and share Docker images.     

  

Docker Compose:  

 

Docker Compose is a tool that allows you to define and manage multi-container applications. With Docker Compose, 

you can use a YAML file to configure the services your application needs. Then, with a single command, you can 

create and start all the services based on your configuration. Here are some key points about Docker Compose: 

 

1. `docker-compose.yml` File: This file is used to define the services, networks, and volumes required by your 

application. For example, you can specify a database, a web server, and a backend service 

     

2. Docker Compose Commands: Commands like `docker-compose up` to start all the services defined in the `docker-
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compose.yml` file, and `docker-compose down` to stop and remove the containers, networks, and volumes created. 

 

3. Orchestration: Docker Compose facilitates the orchestration of services, allowing them to be linked and their life 

cycles managed in a coordinated manner. 

 

https://docs.docker.com/guides/ 

 

3-Elastic stack: 

                                

                                            
Figure 3: Elastic stack 

 

The Elastic Stack (or ELK Stack) is a suite of open-source tools used for real-time data search, analysis, and 

visualization. It consists of four main components: 

 

1. Elasticsearch: A distributed search and analysis engine capable of searching and analyzing large amounts of data in 

real-time. 

2. Logstash: A data processing pipeline that manages data from various sources, transforms it, and sends it to 

Elasticsearch. 

3. Kibana: A visualization tool that allows you to create dynamic dashboards to display and explore the data indexed 

in Elasticsearch. 

4. Beats: A lightweight platform of agents that collect data from various sources and send it to Logstash or 

Elasticsearch. There are several types of Beats, such as Filebeat for logs, Metricbeat for metrics, and Packetbeat for 

network data. 

 

The Elastic Stack enables the collection, transformation, storage, and visualization of data, providing a powerful 

solution for real-time analysis and system monitoring. 

 

https://www.elastic.co/fr/elastic-stack 

 

4-Wazuh  : 

                                            
Figure 4: Wazuh 

Wazuh is an open-source platform used for threat prevention, detection, and response. It secures on-

https://docs.docker.com/guides/
https://www.elastic.co/fr/elastic-stack
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premises, virtualized, containerized, and cloud environments. Wazuh is widely used by thousands of 

organizations worldwide, from small businesses to large enterprises. 

 

The functions of Wazuh include: 

- Security analysis 

- Intrusion detection 

- Log data analysis 

- File integrity monitoring 

- Vulnerability detection 

- Configuration assessment 

- Incident response 

- Cloud security 

- Container security 

- Regulatory compliance 

- Endpoint detection and response (EDR) 
 

https://wazuh.com/ 

 

5-Elastalert,ElastAlert-server,Praeco 

                                                                           
Figure 5: ElastAlert 

 ElastAlert : 

    

- Description: ElastAlert is a tool developed by Yelp to simplify the creation of alerts based on data indexed in 

Elasticsearch. 

 

- Features: It allows users to define rules to detect specific events in logs, such as frequent errors or abnormal 

behaviors, and to send notifications via various channels (email, Slack, etc.). 

 

- Usage: Configure alert rules in YAML, which are then executed periodically to check the defined conditions. 

 

https://elastalert2.readthedocs.io/en/latest/elastalert.html 

                                                                      
 ElastAlert-Server : 

     

- Description: ElastAlert-Server is an extension of the ElastAlert tool. It provides an API to manage and configure 

ElastAlert more easily. 

- Features: Allows for the creation, management, and debugging of ElastAlert rules via an API, making operations 

easier compared to using YAML configuration alone. 

- Usage: Designed to facilitate the administration and management of alert rules in collaborative or complex 

environments. 

 

https://github.com/Karql/elastalert2-server 

https://wazuh.com/
https://elastalert2.readthedocs.io/en/latest/elastalert.html
https://github.com/Karql/elastalert2-server
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 Praeco : 

 

    - Description: Praeco is a web interface for managing ElastAlert alert rules. 

- Features: It provides a user-friendly interface for creating and managing ElastAlert rules, with direct integration into 

Kibana for more intuitive visualization and management. 

- Usage: Used by teams who prefer a UI for configuring their alerts. 

 

In summary, ElastAlert is the foundational tool for creating alerts, ElastAlert-Server adds a web interface to simplify 

rule management, and Praeco provides a user interface integrated into Kibana for intuitive alert management. 

 

https://github.com/johnsusek/praeco 

 

6-DFIR-IRIS 

                                           
Figure 6: DFIR-IRIS 

A recently released open-source collaborative incident response platform. It aims to provide 
operational responses to the many challenges posed by incident response and to assist 
responders in sharing technical details during investigations. 
 
https://github.com/dfir-iris/iris-web 

https://dfir-iris.org/ 

7-Shuffle: 

                                                      
Figure 7: Shuffle 

Shuffle is an open-source SOAR (Security Orchestration, Automation, and Response) platform 
that enables the automation and orchestration of cybersecurity incident management. Shuffle 
stands out for its ability to automate and orchestrate the processes involved in managing 
cybersecurity incidents. 
 
https://shuffler.io/ 
 

https://github.com/johnsusek/praeco
https://github.com/dfir-iris/iris-web
https://dfir-iris.org/
https://shuffler.io/
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8-MISP: 

                                                         
Figure 8:MISP 

MISP is an open-source software solution that enables the collection, storage, distribution, and 
sharing of cybersecurity indicators and threats related to cybersecurity incident analysis and 
malware analysis. 
 

https://www.misp-project.org/ 
 

8-YARA: 

                                                     
Figure 9: YARA 

Created in 2007, YARA is a framework developed by Victor Manuel Alvarez to identify malware 
and classify it into families sharing similar characteristics. Since then, this method has been 
utilized by numerous companies specializing in cybersecurity. 
 
https://github.com/VirusTotal/yara 
 
https://virustotal.github.io/yara/ 
           
  

 10-Suricata: 

                                                               
   Figure 10: Suricata 

Suricata is an open-source software for intrusion detection (IDS), intrusion prevention (IPS), and network 

security monitoring (NSM). It is developed by the Open Information Security Foundation (OISF). Suricata 

allows for Deep Packet Inspection (DPI). Numerous ethical use cases can be implemented, enabling the 

collection of both qualitative and quantitative information. 

https://suricata.io/download/ 

https://www.misp-project.org/
https://github.com/VirusTotal/yara
https://virustotal.github.io/yara/
https://suricata.io/download/
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11-VirusTotal: 

                         
Figure 11: VirusTotal 

VirusTotal is a service that analyzes suspicious files and facilitates the quick detection of viruses, worms, 

Trojans, and all kinds of malware detected by antivirus engines. Features: Free, independent service. 
 

https://virustotal..com 

 

12- MITRE ATT&CK®: 

                                                       
Figure 12; MITRE 

 

MITRE ATT&CK® is a globally accessible knowledge base that includes the tactics and techniques of 

adversaries based on real-world observations. The ATT&CK knowledge base is used as a foundation for 

developing specific threat models and methodologies in the private sector, within government, and in the 

cybersecurity products and services community. 
 

https://attack.mitre.org/ 

 

 
 

 

12-Atomic Red Team: 
 

                                                                        
       Figure 13: Atomic RedTeam 

 

 

Atomic Red Team™ est une bibliothèque de tests mappés au framework MITRE ATT&CK®. Les équipes 

de sécurité peuvent utiliser Atomic Red Team pour tester rapidement, de manière portable et reproductible 

leurs environnements. 
 

https://atomicredteam.io/ 

https://github.com/redcanaryco/atomic-red-team 

 

https://attack.mitre.org/
https://atomicredteam.io/
https://github.com/redcanaryco/atomic-red-team
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13-Sysmon: 

 
 
Figure 14: Sysmon 

 

System Monitor (Sysmon) is a Windows system service and a permanent device driver that persists across 

system reboots to monitor and log system activity in the Windows Event Log once installed on a system. 

 
Sysmon - Sysinternals | Microsoft Learn 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
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Diagramme Architecture  SOC 

 

 
Figure 15: Diagramme Architecture Soc 

 
     Figure 16: Table des Requis 

 
  
Workflow of the SOC : 
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     Figure 17: Workflow du SOC 

 
 
During our incident investigations (threat hunting), we must follow a precise process to 

distinguish between False Positive alerts (incorrect alerts that are not dangerous) and True 

Positive alerts. We need to know how to manage and configure our tools to differentiate 

between these alerts. 
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 Figure 18 : Procedure de Reponse au incidents 
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Chapitre 4: Instalation 

 

1-Serveur log management 

2-Serveur Incident Response 

3 -Integrations et Configurations 

4-Endpoints  
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Serveur  Log management : 
Vmware: 
LINK : https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html 

                         
Figure 19: Instalation Vmware 

 

 RHEL 9: 
Link : https://developers.redhat.com/products/rhel/download 

After creating a Red Hat developer account and installing the ISO: 

 

    
Figure 20: Installation RHEL 9 

https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://developers.redhat.com/products/rhel/download
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Figure 21: Configuration RHEL 9 

 
Figure 22 : Connection au Serveur RHEL 9 

 
 
 
 
 

Docker et docker compose: 
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    We install Docker and Docker Compose on our system with the command: 

$ sudo yum install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-

plugin 

Elastic stack : 
Elasticsearch: 

We will execute the following commands.: 

$ yum install zip unzip curl  

$ rpm --import https://artifacts.elastic.co/GPG-KEY-elasticsearch 

$ cat > /etc/yum.repos.d/elastic.repo << EOF 

[elasticsearch-7.x] 

name=Elasticsearch repository for 7.x packages 

baseurl=https://artifacts.elastic.co/packages/7.x/yum 

gpgcheck=1 

gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch 

enabled=1 

autorefresh=1 

type=rpm-md 

EOF 

 

Apres en install elasticsearch avec la commande : 

 
Figure 23: Installation Elasticsearch 

The following commands generate and install the certificates and keys for SSL: 

$ curl -so /etc/elasticsearch/elasticsearch.yml https://packages.wazuh.com/4.5/tpl/elastic-

basic/elasticsearch_all_in_one.yml 

$ curl -so /usr/share/elasticsearch/instances.yml https://packages.wazuh.com/4.5/tpl/elastic-

basic/instances_aio.yml 

$ /usr/share/elasticsearch/bin/elasticsearch-certutil cert ca --pem --in instances.yml --keep-ca-key --

out ~/certs.zip 

$ unzip ~/certs.zip -d ~/certs 

$ mkdir /etc/elasticsearch/certs/ca -p 

$ cp -R ~/certs/ca/ ~/certs/elasticsearch/* /etc/elasticsearch/certs/ 

$ chown -R elasticsearch: /etc/elasticsearch/certs 

$ chmod -R 500 /etc/elasticsearch/certs 

$ chmod 400 /etc/elasticsearch/certs/ca/ca.* /etc/elasticsearch/certs/elasticsearch.* 

$ rm -rf ~/certs/ ~/certs.zip 

 
 

 

Your .yml file should look like the following: (we specify 0.0.0.0 to allow remote access to the server) 

 

https://artifacts.elastic.co/GPG-KEY-elasticsearch
https://packages.wazuh.com/4.5/tpl/elastic-basic/elasticsearch_all_in_one.yml
https://packages.wazuh.com/4.5/tpl/elastic-basic/elasticsearch_all_in_one.yml
https://packages.wazuh.com/4.5/tpl/elastic-basic/instances_aio.yml
https://packages.wazuh.com/4.5/tpl/elastic-basic/instances_aio.yml
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Figure 24: modfication du fichier Conf 

To start elasticsearch : 

 

$ systemctl daemon-reload 

$ systemctl enable elasticsearch 

$ systemctl start elasticsearch 

$ /usr/share/elasticsearch/bin/elasticsearch-setup-passwords auto 

 
Figure 25: Generation  des credentials 
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Kibana 
 

 

We install and configure SSL certificates and keys for secure communication between Elasticsearch and 

Kibana : 
$ yum install kibana-7.17.13 

$ mkdir /etc/kibana/certs/ca -p 

$ cp -R /etc/elasticsearch/certs/ca/ /etc/kibana/certs/ 

$ cp /etc/elasticsearch/certs/elasticsearch.key /etc/kibana/certs/kibana.key 

$ cp /etc/elasticsearch/certs/elasticsearch.crt /etc/kibana/certs/kibana.crt 

$ chown -R kibana:kibana /etc/kibana/ 

$ chmod -R 500 /etc/kibana/certs 

$ chmod 440 /etc/kibana/certs/ca/ca.* /etc/kibana/certs/kibana.* 

$ curl -so /etc/kibana/kibana.yml https://packages.wazuh.com/4.5/tpl/elastic-

basic/kibana_all_in_one.yml 

 

Edit the file /etc/kibana/kibana.yml: (0.0.0.0 for remote access)

 
Edit logins and use HTTPS for Elasticsearch host: 

 
Figure 26: Configuration kibana 

 

 

To start Kibana Service : 

 

$ mkdir /usr/share/kibana/data 

$ chown -R kibana:kibana /usr/share/kibana 

$ systemctl daemon-reload 

$ systemctl enable kibana 

$ systemctl start kibana 

 

 

 

 

 

 

Kibana can be accessed via : https://localhost:5601 

 

https://packages.wazuh.com/4.5/tpl/elastic-basic/kibana_all_in_one.yml
https://packages.wazuh.com/4.5/tpl/elastic-basic/kibana_all_in_one.yml
https://localhost:5601/
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Figure 27: Interface Kibana 

 

Logstash: 

 We need to install java 11 

 
Figure 28: Instalation java 11/ jdk 

 

 

 

 
Figure 29:Installation et configuration logstash 

 
Figure 30 : test des services Elastic stack 
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Opening ports on our machine to allow remote connection into server: 

 
Figure 31 : Confifguration Firewall 

Wazuh: 
 

$ rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH 

$ cat > /etc/yum.repos.d/wazuh.repo << EOF 

[wazuh] 

gpgcheck=1 

gpgkey=https://packages.wazuh.com/key/GPG-KEY-WAZUH 

enabled=1 

name=EL-\$releasever - Wazuh 

baseurl=https://packages.wazuh.com/4.x/yum/ 

protect=1 

EOF 

 

$ yum install wazuh-manager-4.5.4-1 

 
Figure 32: Installation Wazuh 

Start wazuh: 

 

$ systemctl daemon-reload 

$ systemctl enable wazuh-manager 

$ systemctl start wazuh-manager 

 

 

 

Filebeat: 

 

 
Figure 33: Installation Filebeat 

https://packages.wazuh.com/key/GPG-KEY-WAZUH
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$ curl -so /etc/filebeat/filebeat.yml https://packages.wazuh.com/4.5/tpl/elastic-basic/filebeat_all_in_one.yml 

alerts template for Elasticsearch: 
$ curl -so /etc/filebeat/wazuh-template.json 

https://raw.githubusercontent.com/wazuh/wazuh/v4.5.4/extensions/elasticsearch/7.x/wazuh-template.json 

$ chmod go+r /etc/filebeat/wazuh-template.json 

Installe Wazuh module for Filebeat: 
$ curl -s https://packages.wazuh.com/4.x/filebeat/wazuh-filebeat-0.2.tar.gz | tar -xvz -C 

/usr/share/filebeat/module 

 

Edit file /etc/filebeat/filebeat.yml: 

 

output.elasticsearch.password: <notre mot de passe > 

 

copy certificates: 

 

$ cp -r /etc/elasticsearch/certs/ca/ /etc/filebeat/certs/ 

$ cp /etc/elasticsearch/certs/elasticsearch.crt /etc/filebeat/certs/filebeat.crt 

$ cp /etc/elasticsearch/certs/elasticsearch.key /etc/filebeat/certs/filebeat.key 

Start filebeat Service: 

$ systemctl daemon-reload 

$ systemctl enable filebeat 

$ systemctl start filebeat 

Test filebeat : 

 

      
Figure 34: Test service Filebeat 

 

Install Wazuh plugin for Kibana  : 

$ cd /usr/share/kibana 

$ sudo -u kibana /usr/share/kibana/bin/kibana-plugin install 

https://packages.wazuh.com/4.x/ui/kibana/wazuh_kibana-4.5.4_7.17.13-1.zip 

Link port 443 to 5601 of kibana  : 

$  setcap 'cap_net_bind_service=+ep' /usr/share/kibana/node/bin/node 

 

open port 443 of our server : 

 
 

Now Kibana is accessible via : https://IP 

https://packages.wazuh.com/4.5/tpl/elastic-basic/filebeat_all_in_one.yml
https://raw.githubusercontent.com/wazuh/wazuh/v4.5.4/extensions/elasticsearch/7.x/wazuh-template.json
https://packages.wazuh.com/4.x/ui/kibana/wazuh_kibana-4.5.4_7.17.13-1.zip
https://localhost/
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Figure 35: Authentification a Kibana 

Same with Wazuh  via : https://IP/wazuh/app 

 

 
 Figure 36: Dashboard Wazuh 

 

 
Figure 37:Test des Etats Services 

ElastAlert,Praeco,Elastalert-server: 

 
We will use Docker and Docker Compose for an easy and manageable installation via a docker-compose.yml file.yml: 

 

$ git clone https://github.com/johnsusek/praeco 

$ cd praeco 

$ mkdir -p rules rule_templates 

https://localhost/wazuh/app
https://github.com/johnsusek/praeco
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$ chmod -R 777 rules rule_templates 

$ echo "slack_webhook_url: ''"  | sudo tee -a rules/BaseRule.config >/dev/null 

$ export PRAECO_ELASTICSEARCH=<your elasticsearch ip> 

 

edit config file with nano : 

 

 
Figure 38 : Conifg ElastAlert 

    
Figure 39: Configuration des creds via SSL 
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We will add the volumes /etc/elasticsearch/certs to our docker-compose.yml file 

 

 
Figure 40: Configuration du fichier docker-compose 

docker-compose up 

 
Figure 41: Demarage du serveur ElastAlert 

 

Server is accessible via : https://localhost:8080  

 

 
Figure 42: Dashboard ElastAlert GUI 

https://localhost:8080/
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Alert Test  with Discord as an example : 

 
Figure 43: Options ElastAlert 

Sur notre serveur discord en creer une simple webhook : 

 

 
     Figure 44: Creation d'une Webhook discord 

  

 

click on drop down of test button then choose  “Send real Alert”: 

 

 
Figure 45:Test Elast Alert 

 

 

We get an alert on our Discord server : 

 

 
Figure 46: Soc Alert via Discord 
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We can test on other platformes by editing the  rules/BaseRule.config: 

 

 
Figure 47: Config tokens Pour D'autre service D'alert 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Serveur Incident Response: 
 https://github.com/ELMERIKH/SocOp 

Ubuntu 24 LTS: 
After installing the ISO image, we configure our machine to begin the system installation: 

 
Figure 48:Instalation Ubuntu 24 

https://github.com/ELMERIKH/SocOp
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After installation, we restart our machine and log in: 

                
Figure 49: Serveur IR Ubuntu 

We update our system  : 

$ sudo apt update  

$ sudo apt install  

Install docker et docker compose : 

$ sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin 

 

 

 
DFIR-IRIS: 

$ Git clone https://github.com/ELMERIKH/SocOp  && cd socOp/Iris-web 

$ Docker compose up 

Iris can be accessed via : https://localhost:8000  with logins: 

Username: administrator 

Password: MySuperAdminPassword! 

 
Remotly via : https://notre-ip:8443 

 

https://localhost:8000/
https://notre-ip:8443/
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Figure 50: Interface DFIR-IRIS 

Shuffle SOAR : 
$ cd socOp/Shuffle 

$ Docker compose up –d 

Shuffle interface is accesible via https://IP-IR:3001 

 
Figure 51: Instalation Shuffle SOAR 
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Figure 52: Iterface SHUFFLE SOAR 

MISP: 
$ cd misp-docker 

$ Docker compose up -d 

 

Logins :admin@admin.test pass : admin 

 

 

 
         Figure 53: MISP login page 

mailto::admin@admin.test
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We will add our cyber intelligence feeds: 

 

 
Figure 54: Configuration MISP 

 
Figure 55: Ajout des Feeds (MISP) 

 
 
Integrations Wazuh: 
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Links:  https://github.com/ELMERIKH/SocOp/tree/main/Integrations-Scripts 

The folder /var/ossec/integrations contains the integration scripts for Wazuh. By default, you can find integrations 

with VirusTotal, Shuffle, and Slack.: 

 
Figure 56: scripts d'integrations 

We add the scripts custom-iris.py and custom-misp.py in /var/ossec/integrations: 

 
Figure 57: ajout des scripts d'integration customiser 

For DFIR-IRIS, we can find our API key in our profile: 

 
Figure 58: Cle API DFIR-IRIS 

We edit the Wazuh configuration file: 

$  nano /var/ossec/etc/ossec.conf 

https://github.com/ELMERIKH/SocOp/tree/main/Integrations-Scripts
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Figure 59: Config Wazuh pour integration DFIR-IRIS 

We edit the custom-iris.py script with our link to our Wazuh instance: 

 
Figure 60: script integration DFIR-IRIS 

After restarting Wazuh with the command: 

$ systemctl restart wazuh-manager 

We can see that we receive the alerts: 

 
Figure 61: Alert via Wazuh dans DFIR-IRIS 

For MISP, we generate our API key through our profile: 

 

443 
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Figure 62:MISP Profil 

 
Figure 63: ajout cle API Misp 

 
Figure 64 : Cle API MISP 

 

 

 

We add in the config file /var/ossec/etc/ossec.conf 
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Figure 65:Config Wazuh pour integration MISP 

We edit  custom-misp.py : 

 
Figure 66: Script integration MSIP 

For virustotal we can enable the default integration via Wazuh: 

 
       Figure 67: Wazuh Threat Detection and Response 
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Figure 68:Cle API  VirusTotal 

 
  Figure 69:Config Wazuh pour integration VirusTotal 

We do the same in DFIR-IRIS: 

 
Figure 70:Module DFIR-IRIS 

For shuflle: 
We add in /var/ossec/etc/ossec.conf 

 
Figure 71:Config Wazuh pour integration SHUFFLE SOAR 

 
Endpoints: 
1-ubuntu 24 LTS/ubuntu server machines:  
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Our Endpoints consiste a  ubuntu server 24 LTS : 

 
     Figure 72: ubuntu-server 24 

And a  Ubuntu 24LTS machine : 

   
Figure 73:Ubuntu 24 

 We generate a key for our linux agents on our Log management Server : 

 

 
Figure 74;instalation des agents Wazuh sur les machines linux 

 

We can now install the Wazuh-agent on our ubuntu machines : 

$ apt install wazuh-agent 
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Figure 75:agent wazuh (linux) 

We edit the configuration file with our IP (Wazuh server)): 

                          
Figure 76:config agent Wazuh (linux) 

Install suricata : 

$ sudo apt install software-properties-common 

$ add-apt-repository ppa:oisf/suricata-stable 

$ sudo apt update 

$ sudo apt install suricata –y 

$ Edit the suricata conf : 

$ sudo nano /etc/suricata/rules/local.rules 

add the following: 

alert icmp any any -> $HOME_NET any (msg:"THIS IS AN ICMP Ping"; sid:1; rev:1;) 

 

$ sudo nano /etc/suricata/suricata.yaml 

$ sudo suricata-update 

$ sudo systemctl enable suricata 

sudo systemctl start suricata 

$ sudo systemctl status suricta 

config Wazuh-agent:  

$ sudo nano /var/ossec/etc/ossec.conf 

add the following: 
<ossec_config> 
 <localfile> 
 <log_format>json</log_format> 
 <location>/var/log/suricata/eve.json</location> 
 </localfile> 
</ossec_config> 

 

Restart Wazuh-manager 

 

Yara : 
Installing Yara in our linux endpoints  : 

 

$ sudo apt update 

$ sudo apt install -y make gcc autoconf libtool libssl-dev pkg-config jq 
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$ sudo curl -LO https://github.com/VirusTotal/yara/archive/v4.2.3.tar.gz 

$ sudo tar -xvzf v4.2.3.tar.gz -C /usr/local/bin/ && rm -f v4.2.3.tar.gz 

$ cd /usr/local/bin/yara-4.2.3/ 

$ sudo ./bootstrap.sh && sudo ./configure && sudo make && sudo make install && sudo make check 

$ We will download yara detection rules:  

$ sudo mkdir -p /tmp/yara/rules 

$ sudo curl 'https://valhalla.nextron-systems.com/api/v1/get' \ 

$ -H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8' \ 

$ -H 'Accept-Language: en-US,en;q=0.5' \ 

$ --compressed \ 

$ -H 'Referer: https://valhalla.nextron-systems.com/' \ 

$ -H 'Content-Type: application/x-www-form-urlencoded' \ 

$ -H 'DNT: 1' -H 'Connection: keep-alive' -H 'Upgrade-Insecure-Requests: 1' \ 

$ --data 

'demo=demo&apikey=1111111111111111111111111111111111111111111111111111111111111111&form

at=text' \ 

$ -o /tmp/yara/rules/yara_rules.yar 

Create yara.sh script in /var/ossec/active-response/bin/ directory 

sudo chown root:wazuh /var/ossec/active-response/bin/yara.sh 

$ sudo chmod 750 /var/ossec/active-response/bin/yara.sh 

add <syscheck> block  in Wazuh agent /var/ossec/etc/ossec.conf configuration to monitor /tmp/yara/malware 

directory: 

<directories realtime="yes">/tmp/yara/malware</directories> 

 

$ sudo systemctl restart wazuh-agent 

In  Wazuh server(log management sever) we edit : /var/ossec/etc/rules/local_rules.xml 

 

<group name="syscheck,"> 

  <rule id="100300" level="7"> 

    <if_sid>550</if_sid> 

    <field name="file">/tmp/yara/malware/</field> 

    <description>File modified in /tmp/yara/malware/ directory.</description> 

  </rule> 

  <rule id="100301" level="7"> 

    <if_sid>554</if_sid> 

    <field name="file">/tmp/yara/malware/</field> 

    <description>File added to /tmp/yara/malware/ directory.</description> 

  </rule> 

</group> 

  

<group name="yara,"> 

  <rule id="108000" level="0"> 

    <decoded_as>yara_decoder</decoded_as> 

    <description>Yara grouping rule</description> 

  </rule> 

  <rule id="108001" level="12"> 

    <if_sid>108000</if_sid> 

    <match>wazuh-yara: INFO - Scan result: </match> 

    <description>File "$(yara_scanned_file)" is a positive match. Yara rule: $(yara_rule)</description> 

  </rule> 

</group> 
 

<decoder name="yara_decoder"> 

  <prematch>wazuh-yara:</prematch> 

</decoder> 

 edit : /var/ossec/etc/decoders/local_decoder.xml 
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<decoder name="yara_decoder1"> 

  <parent>yara_decoder</parent> 

  <regex>wazuh-yara: (\S+) - Scan result: (\S+) (\S+)</regex> 

  <order>log_type, yara_rule, yara_scanned_file</order> 

</decoder> 

Then add : /var/ossec/etc/ossec.conf 

 

<ossec_config> 

  <command> 

    <name>yara_linux</name> 

    <executable>yara.sh</executable> 

    <extra_args>-yara_path /usr/local/bin -yara_rules /tmp/yara/rules/yara_rules.yar</extra_args> 

    <timeout_allowed>no</timeout_allowed> 

  </command> 

  

  <active-response> 

    <command>yara_linux</command> 

    <location>local</location> 

    <rules_id>100300,100301</rules_id> 

  </active-response> 

</ossec_config> 

Restart serveur : 

$ sudo systemctl restart wazuh-manager 

 
 

Windows 10 pro /11 machines: 

 

 
Figure 77:Deploiment des agent Wazuh (Windows) 
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Figure 78: Command Powershell pour installer l'agent Wazuh 

 
Figure 79: installtion Wazuh agent sur windows 10  

 
Figure 80: Instalation sur Windows 11 
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Chapter 5 : Simulation Attack et defence 
 

1-Nist 800-53 Complience 

2-threat hunting for IOC 

3-Alerts ,ticket managemtent, IR  

4-Automatisation du workflow 

5-Attacks simmulation with Atomic Redteam 

6-Rapports et  Docummentation 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

NIST 800-53 Complience 
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NIST 800-53: A Cybersecurity Framework 

 

NIST 800-53 is a cybersecurity framework developed by the National Institute of Standards and Technology (NIST).  

 

NIST 800-53 specifies the security and confidentiality mechanisms and controls that federal information systems in 

the United States must implement and comply with. The US government makes compliance with these requirements 

mandatory for organizations and entities that handle and manage federal data. 

 

Although NIST guidelines and recommendations are primarily targeted at US federal agencies, they are widely used 

and respected by organizations in other sectors and countries as well. In fact, many industries and organizations have 

adopted the NIST Cybersecurity Framework as the basis for their own cybersecurity practices. 

We will demonstrate several use cases that show how to use Wazuh's capabilities and modules to comply with NIST 

800-53 controls: 

 

• Visualization and Dashboard 

• Log Data Analysis 

• Security Configuration Assessment 

• Malware Detection 

• File Integrity Monitoring 

• System Inventory  

• Vulnerability Detection  

• Active Response 

• Threat Intelligence 

 

We will now proceed to install Sysmon and configure Wazuh to achieve optimal attack detection conforming to NIST 

800-53: 

 

Links for installing Sysmon et sysmonconfig-export.xml : 

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon 

https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml 

 

 

                                    
Figure 81: Instalation Sysmon 

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
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Figure 82: Instalation Sysmon-config file 

Download file in same directory as Sysmon: 

                     
Figure 83: Sysmon programme  

Start Sysmon : 

 
Figure 84: lancement de Sysmon  

 

Windows Defender: 

 

Edit : /var/ossec/etc/shared/default/agent.conf 

 
Figure 85:config Wazuh pour Windows Defender  

Restart Wazuh: 

               
 

We will download a common malwre to test if we receive windows defender logs : 
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Figure 86: Test Windows defender 

We can see that Windows Defender detected the malware and that we received an alert on our Wazuh server: 

 
Figure 87: Example D'alert Windows Defender 

 
Figure 88: Details Alert Windows Defender 

 

 

 

 

 

Sysmon : 
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Download config xml file :  

https://github.com/wazuh/wazuh-ruleset/blob/master/rules/0595-win-sysmon_rules.xml 

 

Create win-sysmon-rules.xml in same directory: 

 
Figure 89 : Creation  du fichier win-sysmon-rules.xml 

 Copy paste in created file: 

 
Figure 90: fichier win-sysmon-rules.xml 

We edit the OSSEC configuration file of our Wazuh agent on our Windows machine: 

 
Figure 91: Config agent Wazuh pour Sysmon  

Puis on redemare l’agent Wazuh: 

 

https://github.com/wazuh/wazuh-ruleset/blob/master/rules/0595-win-sysmon_rules.xml
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Figure 92: redemarage de l'agent Wazuh 

 

 

Now we can monitor system logs thanks to Sysmon  

 

File integrity monitoring : 

 
We add to the Wazuh agent's configuration file: 
 

 

 
Figure 93: Config agent Wazuh pour File Integrity monitoring 

To test, we can create a file in the Downloads folder, for example: 

 

 

 

 
Figure 94: :example fichier malveant 

 

 

 

 

 

 

 

 

 

 

 

In our Wazuh dashboard, in the Integrity Monitoring section, we can see that we receive changes and events in the 
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specified system directory: 

 

 
Figure 95: logs des modifications fichiers dans Wazuh 

 

 
Figure 96: Detail du logs de l'integrité des fichiers 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Threat Hunting for IOC: 
 

Threat Hunting is a proactive and iterative process that involves identifying, pursuing, and mitigating advanced 
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threats that have evaded traditional security controls (AV, EDR, IPS/IDS, etc.). This process enables organizations to 

detect and respond to threats in real-time, reducing the risk of data breaches and cyber attacks. 

Indicators of Compromise (IOCs) 

 

IOCs are observable patterns or signs of a potential security incident, identified during an investigation or surveillance 

activities. These indicators can include: 

• File Hashes • IP Addresses • Domain Names • URLs • File Names • Registry Keys • Network Traffic 

Patterns • Behavioral Anomalies 

IOCs are used to identify and detect malicious activities or intrusions during investigations, enabling security teams to 

respond quickly and effectively to potential threats. 

 

Experience 1: 

 
We execute malicious commands : 

 
Figure 97: Example de command malveante 

 
Figure 98: Alert dans DFIR-IRIS provenant d'AMSI 

 

 
Figure 99: Meme Alert AMSI dans Wazuh 

 

 

The malicious commands are blocked by AMSI : 
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Figure 100:Details D'alert 

AMSI (Antimalware Scan Interface) is a Windows component that enables deeper inspection of integrated scripting 

services, allowing for more effective detection and prevention of malware and other security threats. 

 

We will bypass AMSI and see if we still can detect malicious activity  : 

 

 
Figure 101:command pour Bypass AMSI 

AMSI bypassed: 

 
Alert of level 15 even after bypass : 

 
Figure 102:Alert niveau 15 DFIR-IRIS 

Expérience 2: 

For this test We will use a tool called : https://github.com/ELMERIKH/Keres 

That creates a Powershell backdoor on victims machines and deliver it using macro in word document  : 

 

https://github.com/ELMERIKH/Keres
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Figure 103: Ficher docx malveant 

 

 
Figure 104:Revshell connection  

 

 

 

Even if the exploit was successfull We get high alerts immediatly after execution   : 
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Figure 105: script revshell detecter 

 
Figure 106: valeur reg 'un nouveau programe startup  detecter  

 

 
Figure 107: contenue de command powershell Revshell encoder 
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Figure 108: contenue de command powershell Revshell decoder 

Experience 3: 

 

For this example, we will simulate a real attack with more advanced techniques to better convey and explain Threat 

Hunting. 

Une cyber attack est conduite sur le plan suivant : 

Cyber kill chain (attack LifeCycle) : 

 
Figure 109: cycle d'attack (Cyber-kill-chain) 

A fileless attack is a type of attack where the malware payload is executed directly in the memory of the 

victim's machine, without installing any malicious programs on the system. This approach makes it challenging for 

traditional security tools to detect the attack. 

 

To carry out this attack, we will utilize the following components: 

 

• Loader: A program that executes the malicious code in the memory of the machine.  

The tool used to generate the loader :  

https://github.com/ELMERIKH/SephirosGo 

 

• Command and Control (C2) Server: A server that remotely controls the attack, in this case, we will use 

Havoc C2.  

 

• External Machine: We will use a droplet (an Ubuntu server in the cloud) from Digital Ocean, located 

outside of our internal network. 

 

By using a fileless attack, we can potentially evade detection by traditional security controls, as there is no 

malicious file to detect. Instead, the malware payload is executed directly in memory, making it a more stealthy and 

https://github.com/ELMERIKH/SephirosGo


 

                                62         

sophisticated attack vector. 

 

 
Figure 110:diagramme d'attack  

  

Havoc C2 server in cloud: 

 
Figure 111: serveur command and contrôle (Havoc c2) dans le cloud 

Connect to server with kali linux machine : 

 
Figure 112: conncetion au serveur Havoc via notre machine d'attack (kali linux)  

We excute the attack on our windows machines : 
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Figure 113:machines windows 

After execution of the loader we have full contrôle of  both the machines and can remotely controle them via the 

Havoc C2 : 

 

 

 
Figure 114:interface du serveur havoc C2  

 

 
Figure 115:execution de commands malveantes 

 

 

 

After starting our investigation we get a lot of False Positive alerts like the browser Microsoft Edge trying to access 

credentials on a machine wich is something normal: 
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Figure 116: Alert False Posif DFIR-IRIS  

 
Figure 117:Alert False positif Wazuh  

 

 
Figure 118:Alert Flase positif (microsoft edge access creds) 

 

But after some time we get suspicious alerts indicating a compromised system 
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Figure 119:Alert true Positif Wazuh  

 

 
Figure 120:Alert true Positif 2 (process injection attack)  

We even have a low level alerts indicating abnormal activity on the endpoints and even see the parent process of our 

malicious loader: 

 
Figure 121: Alert true Positif 3 (IOC) 
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Figure 122: Alert true Positif 3 Details 

After successfully identifying an IOC, you can add it to DFIR-IRIS: An IOC object can be created by going 

to Case > IOC. By clicking on "Add IOC" in the upper right corner, a new window opens for the creation of 

the IOC.

 
Figure 123: Creation d'IOC dans DFIR-IRIS  

We can get additional insight about the IOC we collect: 

 
Figure 124:enrichissement avec MISP et Virustotal  

 
Incident Response : 
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Figure 125:Incident Response lifecycle 

IRIS provides a collaborative environment for incident responders to share technical details during investigations. It 

helps in creating tickets, IOC (Indicators of Compromise), notes, storing files and images, and scheduling activities… 

 
Figure 126:Fonctionalités DFIR-IRIS 

 

 

 

 

 

 

 

To add a new ticket (case): 
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Figure 127:Alert  niveau 12 

 

 
Figure 128:Creation d'un ticket DFIR-IRIS  
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Figure 129:Informations sur le ticket  

 
Figure 130:example d' un ticket ouvert (open cases) 
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Figure 131:ticket Description 

After isolating the infected machines, we need to conduct precise investigations to determine how our machines were 

infected and by whom we were attacked. 

 

For example, we can inspect TCP/UDP connections to our machines, perform malware analysis, and use various 

investigation tools (DF)... 

 

The incident response is generally carried out by forensic experts and experienced researchers in the field of security. 

In our case, we can find the malicious IP address of our attacker by inspecting the DNS cache of our machines: 

 

 
Figure 132: detection du domain attack dans le cloud avec powershell 
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After finding the origin of the attack, we eradicate the malicious programs and blacklist the IP address. To block our 

attacker, we will first install a file containing known malicious addresses(tor noes, apt domains …), and we will add 

our IP address that leads to the attacker's domain: 

$ sudo wget https://raw.githubusercontent.com/firehol/blocklist-ipsets/master/alienvault_reputation.ipset -O 

/var/ossec/etc/lists/alienvault_reputation.ipset 

$ sudo echo "<ATTACKER_IP>" >> /var/ossec/etc/lists/alienvault_reputation.ipset 

$ sudo wget https://wazuh.com/resources/iplist-to-cdblist.py -O /tmp/iplist-to-cdblist.py 

$ sudo /var/ossec/framework/python/bin/python3 /tmp/iplist-to-cdblist.py 

/var/ossec/etc/lists/alienvault_reputation.ipset /var/ossec/etc/lists/blacklist-alienvault 

$ sudo rm -rf /var/ossec/etc/lists/alienvault_reputation.ipset 

$ sudo rm -rf /tmp/iplist-to-cdblist.py 

$ sudo chown wazuh:wazuh /var/ossec/etc/lists/blacklist-alienvault 
Edit /var/ossec/etc/rules/local_rules.xml 

 

<group name="attack,"> 

  <rule id="100100" level="10"> 

    <if_group>web|attack|attacks</if_group> 

    <list field="srcip" lookup="address_match_key">etc/lists/blacklist-alienvault</list> 

    <description>IP address found in AlienVault reputation database.</description> 

  </rule> 

</group> 

 
Edit /var/ossec/etc/ossec.conf 

<ossec_config> 

  <ruleset> 

    <!-- Default ruleset --> 

    <decoder_dir>ruleset/decoders</decoder_dir> 

    <rule_dir>ruleset/rules</rule_dir> 

    <rule_exclude>0215-policy_rules.xml</rule_exclude> 

    <list>etc/lists/audit-keys</list> 

    <list>etc/lists/amazon/aws-eventnames</list> 

    <list>etc/lists/security-eventchannel</list> 

    <list>etc/lists/blacklist-alienvault</list> 

  

    <!-- User-defined ruleset --> 

    <decoder_dir>etc/decoders</decoder_dir> 

    <rule_dir>etc/rules</rule_dir> 

  </ruleset> 

 

  <active-response> 

    <command>netsh</command> 

    <location>local</location> 

    <rules_id>100100</rules_id> 

    <timeout>60</timeout> 

  </active-response> 

 

  

</ossec_config> 

 

 

Then we Restart Wazuh SIEM 

 
 
 
 
 
 
Automatisation of the WorkFlow : 
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https://github.com/Shuffle/python-apps 

https://shuffler.io/docs/workflows 

we will automate ticket creation for alerts with level > 12: 

 

 
Figure 133:Dashboard SUFFLE SOAR  

we create a webhook shuffle with a "repeat-back-to-me" action: 

 

 
Figure 134:Automatisation de creation de ticket sur des des alert niveau 15 

https://github.com/Shuffle/python-apps
https://shuffler.io/docs/workflows
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Figure 135: Test de l' automatisation du workflow 

 
Figure 136: alert recus via Wazuh dans Shuffle SOAR 

Now that we have set up the webhook shuffle to repeat back the alert, let's add an IRIS v2 object to create a new 

ticket: 
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Figure 137: ajout et configuration des connections DFIR-IRIS  

We can also automate  yara scans for linux machines : 

 
Figure 138: automatisation de scans yara pour les machines linux 

We can also automate insights on our IOC s: 
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Figure 139:automatisation de l'enrichissement de l'inteligence sur les IOC  

 

And also automate alerting for multiple plateforms like in ElastAlert: 

 
Figure 140:Automatisation de l'envoie des Alerts via telegram,team,email,discord....  

 

Example for email for an alert level 12: 

 

 

 
Figure 141:example d'alert via Gmail  

 
 
Attacks simmulation with Atomic Redteam 
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Liens:   -https://github.com/redcanaryco/invoke-atomicredteam/wiki/Installing-Invoke-AtomicRedTeam 

-https://atomicredteam.io/atomics/#collection  

Intstalation: 

 

 
Figure 142: installation Atomic Redteam  

We can execute all tests : 
Invoke-AtomicTest All –ShowDetailsBrief 

 

 
Figure 143: execution des Tests 

https://github.com/redcanaryco/invoke-atomicredteam/wiki/Installing-Invoke-AtomicRedTeam
https://atomicredteam.io/atomics/#collection
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Figure 144: execution d'un test specific 

 

We can see requirements using -checkPrereqs flag : 

 

 
Figure 145:requis de tests  

 

Execute a specefic test: 

Invoke-AtomicTest T1053.005 -TestNumbers 1,2 

Invoke-AtomicTest T1053.005 -TestNames "Scheduled Task Startup Script" 

Invoke-AtomicTest T1053.005 

Clean up tests : 

Invoke-AtomicTest T1053.005 -Cleanup 

 

We can use the WEB interface for Atomic RedTeam  : 

Start-AtomicGui  

 http://localhost:8487/home 

 

 

 

http://localhost:8487/home
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Figure 146: Interface WEB Atomic RedTeam 

 
 
 
Reporting and Documentation: 
 
In this step, our goal is to document the incident and improve our capabilities based on the lessons learned from it. 

 

We will go to the Management --> Reporting space in our Wazuh dashboard, where we will find the weekly reports of 

our agents: 

 
Figure 147: Reporting Wazuh  
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Figure 148:example de rapport Wazuh 

We can also generate custom PDF reports in Wazuh based on specific search criteria, such as time, date, agent ID, and 

log type 

 
Figure 149:Generation de rapport customiser 

 



 

                                80         

 
Figure 150:list  rapports 

 
Figure 151:Rapport customiser 

 

A complete report will contain answers to questions such as: 
 

What happened and when? 

 How did the incident response team perform compared to plans, playbooks, policies, and procedures? 

 Did the company provide necessary information and respond promptly to help manage the incident 

effectively? 

 What can be improved?  

What measures were taken to contain and eradicate the incident?  

What preventive measures should be put in place to avoid similar incidents in the future?  

What tools and resources are needed to detect and analyze similar incidents in the future? 

 
Conclusion  
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Cybersecurity: A Perpetual Game of Cat and Mouse 

 

The analogy of a cat and mouse game perfectly captures the essence of cybersecurity, where 

attackers and defenders engage in a constant cycle of one-upmanship. Cybercriminals 

continually evolve their methods to avoid detection and exploit vulnerabilities, while security 

professionals must remain vigilant, anticipate, and respond to emerging threats. 

 

The Need for a Proactive, Adaptive, and Collaborative Approach 

 

Traditional security measures are no longer sufficient, as new exploits emerge daily. To stay 

ahead, organizations must adopt a proactive, adaptive, and collaborative approach to 

cybersecurity, focusing on: 

 Rapid Detection: Identifying potential threats in real-time to minimize the attack 

surface. 

 Effective Response: Developing incident response plans to quickly contain and 

mitigate the impact of an attack. 

 Continuous Improvement: Regularly updating and refining security measures to stay 

ahead of emerging threats. 

Prioritizing Agility, Resilience, and Collaboration 
Recognizing the inevitability of incidents, organizations must prioritize agility, resilience, 

and collaboration to tip the balance in their favor. This includes: 

 Agility: Quickly responding to emerging threats and adapting to new tactics. 

 Resilience: Developing robust systems and processes to minimize the impact of an 

attack. 

 Collaboration: Sharing threat intelligence and best practices across industries and 

organizations. 

 

Future Improvement and Upgrade Vision 

 

To stay ahead of the game, organizations must continually improve and upgrade their 

cybersecurity posture. This includes: 

 Investing in AI-powered security tools: Leveraging machine learning and artificial 

intelligence to enhance threat detection and response. 

 Developing a culture of security: Educating employees and stakeholders on 

cybersecurity best practices and promoting a culture of security awareness. 

 Staying up-to-date with emerging threats: Continuously monitoring threat 

intelligence and updating security measures to address new vulnerabilities. 

 Fostering collaboration and information sharing: Encouraging collaboration across 

industries and organizations to share threat intelligence and best practices. 

By recognizing the inevitability of incidents and prioritizing agility, resilience, and 

collaboration, organizations can stay ahead of the game and minimize the impact of cyber 

attacks. 
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