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Abstract

The project aims to provide the Company with a comprehensive and detailed
overview of the functions and procedures of an operational SOC (Security
Operations Center) from an administrative, managerial, and technical
perspective, to establish a hybrid SOC or Internal SOC and Possibly outsource it
as a Managed Security Service Provider (MSSP) to its future clients and partners.

Through this project, the Company will gain a deeper understanding of its vision
to become a specialist in cybersecurity and risk management. This includes
discovering what to look for when recruiting competent auditors and mission
leaders, establishing a robust Information Security Management System (ISMS)
while adhering to the standards, laws, and decrees cited in the PASSI, and how
monitor client data and networks, and respond to incidents encountered during its
missions in an efficient and organized manner.

From the perspective of an engineer, consultant, and cybersecurity professional,
this project is considered a minimal and optimal practice for setting up a Security
Operation Center.
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Liste Of Abreviation

SOC : Security Operation Center

ISMS: Information Security Management System

SIRP : Security Incident Response Plan

SIEM ; Security Information and Event management

SOAR : Security Orchestration , Automation and Response

EDR /MDR : Endpoint /Managed detection and Response

C2 /C&C : Command and Control

MSSP : Managed Security Services Provider

IAM : Information Access Management

GRC : Gouvernance Risk and Compliance

I0C : Indicator of compromise

CTI : Cyber Threat Inteligence

APT : Advanced Persistance Threats

TTP : Tactics ,Techniques and Procedures

DFIR : Digital Forenciques and Incidents Response

CSIRP : Cyberr Security Incident Response Plan

SSL : Security Socket Layer

MITRE : Adversarial Tactics, Techniques, and Common Knowledge
DGSSI : Direction general de la Sécurité des System d’Information
PASSI : Prestataires D’audit de la Sécurité des Systéme D’Information
PCI DSS : Payment Card Industry Data Security Standard

CSIRT :Computer Security Incident Response Team

ISO : International Organization for Standardization

NIST : National Institute Security of Technology

HIPAA : Health Insurance Probabilty and Accountability Act
GDPR : General Data Protection Regulation

FISMA : Federal Information Security Modernisation Act

IPS : Intrusion Protection System

IDS : Intrusion Detection System

CS : Cybersecurity
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Architecture soc
Outils et Technologies:

1-VMware workstation:

Figure 1:vmware workstation

VMware Workstation Player is a hypervisor, meaning it is software capable of running virtual machines
(VMs) on a computer. We will use it to create our SOC servers and a few machines in our network.

2-Docker ,Docker Compose:

Dockerfile docker-compose

docker

Figure 2:docker/docker compose

Docker is an open-source platform that allows you to create, deploy, and manage applications in lightweight
containers. A container is a standardized unit of software that includes everything needed for the application to run:
the code, libraries, dependencies, and configuration tools. Here are some key points about Docker:

1. Application Isolation: Docker containers isolate applications from each other and from the underlying operating
system, ensuring consistent execution across different environments.

2. Docker Images: A Docker image is a lightweight, standalone, executable package that includes everything needed
to run a piece of software, including the code, a runtime, libraries, and system tools.

3. Docker Registry: Docker Hub is a public container registry where you can store and share Docker images.

Docker Compose:

Docker Compose is a tool that allows you to define and manage multi-container applications. With Docker Compose,
you can use a YAML file to configure the services your application needs. Then, with a single command, you can

create and start all the services based on your configuration. Here are some key points about Docker Compose:

1. "docker-compose.yml" File: This file is used to define the services, networks, and volumes required by your
application. For example, you can specify a database, a web server, and a backend service

2. Docker Compose Commands: Commands like *docker-compose up' to start all the services defined in the “docker-
11



compose.yml" file, and "docker-compose down' to stop and remove the containers, networks, and volumes created.

3. Orchestration: Docker Compose facilitates the orchestration of services, allowing them to be linked and their life
cycles managed in a coordinated manner.

https://docs.docker.com/guides/

3-Elastic stack:

-—— elastic stack

elasticsearch logstash kibana

Figure 3: Elastic stack

The Elastic Stack (or ELK Stack) is a suite of open-source tools used for real-time data search, analysis, and
visualization. It consists of four main components:

1. Elasticsearch: A distributed search and analysis engine capable of searching and analyzing large amounts of data in
real-time.

2. Logstash: A data processing pipeline that manages data from various sources, transforms it, and sends it to
Elasticsearch.

3. Kibana: A visualization tool that allows you to create dynamic dashboards to display and explore the data indexed
in Elasticsearch.

4. Beats: A lightweight platform of agents that collect data from various sources and send it to Logstash or
Elasticsearch. There are several types of Beats, such as Filebeat for logs, Metricbeat for metrics, and Packetbeat for
network data.

The Elastic Stack enables the collection, transformation, storage, and visualization of data, providing a powerful
solution for real-time analysis and system monitoring.

https://www.elastic.co/fr/elastic-stack

4-Wazuh :

N4
WAZUH

Figure 4: Wazuh
Wazuh is an open-source platform used for threat prevention, detection, and response. It secures on-
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premises, virtualized, containerized, and cloud environments. Wazuh is widely used by thousands of
organizations worldwide, from small businesses to large enterprises.

The functions of Wazuh include:
- Security analysis

- Intrusion detection

- Log data analysis

- File integrity monitoring

- Vulnerability detection

- Configuration assessment

- Incident response

- Cloud security

- Container security

- Regulatory compliance

- Endpoint detection and response (EDR)

https://wazuh.com/

5-Elastalert, ElastAlert-server,Praeco

Figure 5: ElastAlert

ElastAlert :

- Description: ElastAlert is a tool developed by Yelp to simplify the creation of alerts based on data indexed in
Elasticsearch.

- Features: It allows users to define rules to detect specific events in logs, such as frequent errors or abnormal
behaviors, and to send notifications via various channels (email, Slack, etc.).

- Usage: Configure alert rules in YAML, which are then executed periodically to check the defined conditions.

https://elastalert2.readthedocs.io/en/latest/elastalert.html

l~

ElastAlert-Server :

- Description: ElastAlert-Server is an extension of the ElastAlert tool. It provides an API to manage and configure
ElastAlert more easily.

- Features: Allows for the creation, management, and debugging of ElastAlert rules via an API, making operations
easier compared to using YAML configuration alone.

- Usage: Designed to facilitate the administration and management of alert rules in collaborative or complex
environments.

https://github.com/Kargl/elastalert2-server
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Praeco
ElastAlert GUI

Praeco :

- Description: Praeco is a web interface for managing ElastAlert alert rules.
- Features: It provides a user-friendly interface for creating and managing ElastAlert rules, with direct integration into
Kibana for more intuitive visualization and management.

- Usage: Used by teams who prefer a Ul for configuring their alerts.

In summary, ElastAlert is the foundational tool for creating alerts, ElastAlert-Server adds a web interface to simplify
rule management, and Praeco provides a user interface integrated into Kibana for intuitive alert management.

https://github.com/johnsusek/praeco

®
e® RIS

Figure 6: DFIR-IRIS

6-DFIR-IRIS

A recently released open-source collaborative incident response platform. It aims to provide
operational responses to the many challenges posed by incident response and to assist
responders in sharing technical details during investigations.

https://github.com/dfir-iris/iris-web
https://dfir-iris.org/

7-Shuffle:

SHUrrL-=

Figure 7: Shuffle

Shuffle is an open-source SOAR (Security Orchestration, Automation, and Response) platform
that enables the automation and orchestration of cybersecurity incident management. Shuffle
stands out for its ability to automate and orchestrate the processes involved in managing
cybersecurity incidents.

https://shuffler.io/
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8-MISP:

MISP

Threat Sharing

Figure 8:MISP

MISP is an open-source software solution that enables the collection, storage, distribution, and
sharing of cybersecurity indicators and threats related to cybersecurity incident analysis and
malware analysis.

https://www.misp-project.org/

Hyara

Figure 9: YARA

8-YARA:

Created in 2007, YARA is a framework developed by Victor Manuel Alvarez to identify malware
and classify it into families sharing similar characteristics. Since then, this method has been
utilized by numerous companies specializing in cybersecurity.

https://qithub.com/VirusTotal/yara

https://virustotal.github.io/yara/

10-Suricata:

SURICATA

Figure 10: Suricata

Suricata is an open-source software for intrusion detection (IDS), intrusion prevention (IPS), and network
security monitoring (NSM). It is developed by the Open Information Security Foundation (OISF). Suricata
allows for Deep Packet Inspection (DPI). Numerous ethical use cases can be implemented, enabling the
collection of both qualitative and quantitative information.

https://suricata.io/download/
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11-VirusTotal:

zl VirusTotal

Figure 11: VirusTotal

VirusTotal is a service that analyzes suspicious files and facilitates the quick detection of viruses, worms,
Trojans, and all kinds of malware detected by antivirus engines. Features: Free, independent service.

https://virustotal..com

12- MITRE ATT&CK®:

MITRE X
ATT&CK Simulation

Figure 12; MITRE

MITRE ATT&CK® is a globally accessible knowledge base that includes the tactics and techniques of
adversaries based on real-world observations. The ATT&CK knowledge base is used as a foundation for
developing specific threat models and methodologies in the private sector, within government, and in the
cybersecurity products and services community.

https://attack.mitre.org/

12-Atomic Red Team:

Figure 13: Atomic RedTeam

Atomic Red Team™ est une bibliotheque de tests mappés au framework MITRE ATT&CK®. Les équipes

de sécurité peuvent utiliser Atomic Red Team pour tester rapidement, de maniére portable et reproductible
leurs environnements.

https://atomicredteam.io/
https://github.com/redcanaryco/atomic-red-team
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13-Sysmon:

Figure 14: Sysmon

System Monitor (Sysmon) is a Windows system service and a permanent device driver that persists across
system reboots to monitor and log system activity in the Windows Event Log once installed on a system.

Sysmon - Sysinternals | Microsoft Learn
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Figure 16: Table des Requis

Workflow of the SOC :
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Convensions
Craated, Follow 1o PracticerHands-on
Your Org/Praduction Usecase

Your Org/Praduction Usecase

Created, Follow 1o Practice/Hands-on

Wewxt Phase of Tast Daployment

During our incident investigations (threat hunting), we must follow a precise process to
distinguish between False Positive alerts (incorrect alerts that are not dangerous) and True
Positive alerts. We need to know how to manage and configure our tools to differentiate

between these alerts.
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Alert is created in the SIEM and

Alert arrives in the SIRP
Faise positive Tri True positive
—Datection didn't wor rlagln::: (Detection veorken———
as expecied) Te2u as expected)
¥
Incident

Customer says
i's a false positive

Investigation
review

False positive
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True positive
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Can' determine il is
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Customer
response
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it's not malicious

¥

False
positive

Add whitelist
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Review defection nule

True positive

legitimate

Add whiltelist
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egitimate behavior
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Customer notified

Customer says_ |
it's malicious

Definitely legitimate

Mo netification

True positive

malicious

Stari incident
rezponse
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legitimate
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{eplional, if recurrent)

Figure 18 : Procedure de Reponse au incidents
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Chapitre 4: Instalation

1-Serveur log management
2-Serveur Incident Response
3 -Integrations et Configurations

4-Endpoints
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Serveur Log management :

Vmware:
LINK : https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
X
Completed the VMware Workstation 17 Player
Setup Wizard
WORKSTATION v
PLAYER™
Click the Finish button to exit the Setup Wizard.
Press the License button below if you want to enter a license
key now.
icense [ Foeh ]
Figure 19: Instalation Vmware
RHEL 9:

Link : https://developers.redhat.com/products/rhel/download
After creating a Red Hat developer account and installing the ISO:

I'EVMware Warkstation 17 Player (Mon-cormmercial use only)

1

Player - 0,

(YT | Lo VSRA ih
Mewr Wirkual Machine Wizard bt

[D Ubunku-server 64-bi Welcome to the New Yirtual Machine Wizard

A wirkual machine is like a physical computer; it needs an operating
| Kali-Linu:x-2021,3-vm system, How will vou install the quest operating system?

|L—| Windows 11 364 Install Framm:
l__| Installer disc:
Q

Ho drives &vailable hd Gzuest operating system
I__|D Elackarch
I._||:| (I Microsaft Windows
ethical-hacker .
l—. (®) Installer disc image file (iso): @ Linu
D indious 4P Profess | C:¥irtual Machinesirhel-9,4-x86_g4-boot.iso w | | Browwse. .. | O Other
/% Could not detect which operating system is in this disc image. .
ou will need ko specify which operating system will be installed. Yersion

()1 will install the operating system later,

‘Red Hat Enterprise Linux 9 64-bit

The wirtual machine will be created with 5 blank hard disk.

< Back. | Mexk = | | Cancel

Figure 20: Installation RHEL 9
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Red Hat Enterprise Linux 9 84-hbit - Whiware Workstation 17 Player (Mon-commercial use anly)
Player = - % El:lj =l S ] = =

Red Hat Enterprise Linux 9.4

Install Red Hat Enterprise Linux 9.4

Test this media & install Red Hat Enterprise Linux 9.4

Troubleshoot ing

Automatic boot seconds. . .

Red Hat Enterprise Linux 9 64-hit - Wivlvare Workstation 17 Player (Mon-cormrmercial use anly)

- o x
Player + - % [Dj @ ! - ’
INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.4 INSTALLATION
Red Hat
EHus Help!
LOCALIZATION SOFTWARE SYSTEM
Keyboard Connect to Red Hat Installation Destination
E Eng‘.‘( IS) r" V ] @ ted
Language Support Installation Source KDUMP
Engl Inited States) Red Hat CON Kdump is enabled
Time & Date =» Network & Host Name
® Americas/New York timezone t: (- Connected: ensi60
Security Profile
USER SETTINGS setected

O Root Password

Root account is disabled

® User Creation
-

No user will be created

Authentication ) Account Activation Key

Username | elmerikh

Password

sssesssesseRS e

Purpose Set System Purpose

Insights 3 Connect to Red Hat Insights
» Options

Not registered.

Register
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LOCALIZATION SOFTWARE SYSTEM

E Keyboard n Connect to Red Hat @ Installation Destination
English (Us), French (AZERTY) Registered. Automatic partitioning selected
Language Support Installation Source KDUMP
English (United States) Red Hat CON Kdump is enabled
® Time & Date Software Selection =» Network & Host Name
Americas/New York timezone Server with GUI e Connected: ens160

a Security Profile

No profile selected

USERSETTINGS

Root Password
Root password is set

® User Creation
No user will be created

Cluit

Figure 21: Configuration RHEL 9

moncef khafif

< ssssssses|

Red Hat

Figure 22 : Connection au Serveur RHEL 9

Docker et docker compose:
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We install Docker and Docker Compose on our system with the command:

$ sudo yum install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-
plugin

Elastic stack :

Elasticsearch:
We will execute the following commands.:

$ yum install zip unzip curl
$ rpm --import https://artifacts.elastic.co/GPG-KEY -elasticsearch
§ cat>/etc/yum.repos.d/elastic.repo << EOF
[elasticsearch-7.x]
name=Elasticsearch repository for 7.x packages
baseurl=https://artifacts.elastic.co/packages/7.x/yum
gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY -elasticsearch
enabled=1
autorefresh=1
type=rpm-md
EOF

Apres en install elastlcsearch avec la commande

em is registered with an entitlement server, but is not receiwving updates. You can use su

xB6_64

Figure 23: Installation Elasticsearch

The following commands generate and install the certificates and keys for SSL:

$
$

&+

S IR R R R R R

curl -so /etc/elasticsearch/elasticsearch.yml https://packages.wazuh.com/4.5/tpl/elastic-
basic/elasticsearch_all_in_one.yml

curl -so /usr/share/elasticsearch/instances.yml https://packages.wazuh.com/4.5/tpl/elastic-
basic/instances_aio.yml

/usr/share/elasticsearch/bin/elasticsearch-certutil cert ca --pem --in instances.yml --keep-ca-key --
out ~/certs.zip

unzip ~/certs.zip -d ~/certs

mkdir /etc/elasticsearch/certs/ca -p

cp -R ~/certs/ca/ ~/certs/elasticsearch/* /etc/elasticsearch/certs/

chown -R elasticsearch: /etc/elasticsearch/certs

chmod -R 500 /etc/elasticsearch/certs

chmod 400 /etc/elasticsearch/certs/ca/ca.* /etc/elasticsearch/certs/elasticsearch.*

rm -rf ~/certs/ ~/certs.zip

Your .yml file should look like the following: (we specify 0.0.0.0 to allow remote access to the server)
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GHU nmano 5.6.1 felasticsearch/elasticsearch.yml
network.host: 9.0.0.0
node.name: elasticsearch
cluster.initial_master_nodes: elasticsearch

¥pack.security.transport.ssl.enabled: true
xpack.security.transport.ssl.verification_mode: certificate
xpack.security.transport.ssl.key: fetc/elasticsearch/certs/elasticsearch.key
xpack.security.transport.ssl.certificate: Jfetc/elasticsearch/certs/elasticsearc
xpack.security.transport.ssl.certificate_authorities: fetc/elasticsearch/certs/

¥pack.security.http.ssl.enabled: true

xpack.security.http.ssl.verification_mode: certificate
xpack.security.http.ssLl.key: Jetc/elasticsearch/certs/elasticsearch.key
xpack.security.http.ssl.certificate: fetc/elasticsearch/certs/elasticsearch.crt
xpack.security.http.ssl.certificate_authorities: fetcfelastﬁcsearchfcertsfcafcaﬂ

xpack.security.enabled: true

path.data: fvar/Llib/elasticsearch
path.logs: fvar/log/elasticsearch

il Write Oout @l wWhere Is Wl Execute {j® Location
Figure 24: modfication du fichier Conf

To start elasticsearch :

systemctl daemon-reload

systemctl enable elasticsearch

systemctl start elasticsearch
/ust/share/elasticsearch/bin/elasticsearch-setup-passwords auto

Changed password for user apm_system
PASSWORD apm_system = ZvlL3hvtIFsfo9njsujxRQ

Changed password for user kibana_system
PASSWORD kibana_system = dBasiIs¥pEFEXG5kVd4]

Changed password for user kibana
PASSWORD kibana = dBasiIsXpEFEX05kVd4]

Changed password for user logstash_system
PASSWORD logstash_system = iDggTmdIUGwY4AnBAmcIS

Changed password for user beats_system
PASSWORD beats_system = SCmSOByrpIMbGOSySmSs

Changed password for user remote_monitoring_user
PASSWORD remote_monitoring_user = LgJBXMZjLDSvgY5uQdold

hanged password for user elastic
PASSWORD elastic = LXLPkLLGxTT7fz4KO0gXHS

[rootRlocalhost etc]#

Figure 25: Generation des credentials




Kibana

We install and configure SSL certificates and keys for secure communication between Elasticsearch and
Kibana :

yum install kibana-7.17.13

mkdir /etc/kibana/certs/ca -p

cp -R /etc/elasticsearch/certs/ca/ /etc/kibana/certs/

cp /etc/elasticsearch/certs/elasticsearch.key /etc/kibana/certs/kibana.key

cp /etc/elasticsearch/certs/elasticsearch.crt /etc/kibana/certs/kibana.crt
chown -R kibana:kibana /etc/kibana/

chmod -R 500 /etc/kibana/certs

chmod 440 /etc/kibana/certs/ca/ca.* /etc/kibana/certs/kibana.*

curl -so /etc/kibana/kibana.yml https://packages.wazuh.com/4.5/tpl/elastic-
basic/kibana_all_in_one.yml

S I R RS A R AR ARl

Edit the file /etc/kibana/kibana.yml: (0.0.0.0 for remote access)

t: 5681

server.host: 9.0.0.08

Edit logins and use HTTPS for Elasticsearch host:

| #elasti arch.hosts: [I'http://localhost:5200"]

# If your Elasticsearch is protected with basic authentication, these setting
rovide
|# the username and password that the Kibana server uses to perform maintenance

n the Kibana

# index at startup. Your Kibana users still need to authenticate with Elastic
rch, which

# is d through the Kibana serve

#elas .username:

#elasticsearch.password:

Figure 26.: Configuration kibana

To start Kibana Service :

mkdir /usr/share/kibana/data

chown -R kibana:kibana /usr/share/kibana
systemctl daemon-reload

systemctl enable kibana

systemctl start kibana

@B L LA LL P

Kibana can be accessed via : https://localhost:5601
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@ | % Home - Elastic x|+ o N

« C O DO localhost:5601/app/home/ w N =

4 Customer Portal 48 Red Hat <& Red HatProducts Doc... <& RedHatEnterpriseLin... <4 Red Hat Developer Por... <& Red Hat Container Cat... <& Red Hat Hybrid Cloud ...

= . Home

Welcome home

Observability Security Analytics
Consolidate your logs, metrics, application traces, Prevent, collect, detect, and respond to threats for Explore, visualize, and analyze your data using a
and system availability with purpose-built Uls. unified protection across your infrastructure. powerful suite of analytical tools and applications.
—— [hm

Figure 27: Interface Kibana

Logstash:

We need to install java 11
elmerikh@l
]
- the root u
11-openjdk

54:01 PM +01.

Installing dependencies:

rhel-9-for

calhost
1on "11.0

mixed mode, sharing)

n:tall logstas h—-. T

~1% netstat -antp grep LISTEN
|Na+ all pr huuld be identified, non-owned pro
will not be shown, you would have to be root to s
C B 1. ) ? LISTEN
LISTEN
LISTEMN
LISTEN

Figure 30 : test des services Elastic stack
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Opening ports on our machine to allow remote connection into server:

s sudo firewall-cmd —-state

> sudo firewall-cmd --permanent --add-port=5681/tcp

s sudo firewall-cmd —--reload

ewall-cmd --list-ports

Figure 31 : Confifguration Firewall

Wazuh:

$ rpm --import https://packages.wazuh.com/key/GPG-KEY-WAZUH
$ cat>/etc/yum.repos.d/wazuh.repo << EOF
[wazuh]
gpgcheck=1
gpgkey=https://packages.wazuh.com/key/GPG-KEY-WAZUH
enabled=1
name=EL-\$releasever - Wazuh
baseurl=https://packages.wazuh.com/4.x/yum/
protect=1
EOF

$ yum install wazuh-manager-4.5.4-1
[root@localhost etc]# yum install wazuh-manager-4.5.4-1

Updating Subscription Management repositories.

EL-9 - Wazuh

Last tion check: @ @1 ago on Sun 23 Jun 2024 @8:07:14 AM EDT.
ved.

Installing:

xBE_64 4.5.4 wazuh

Figure 32: Installation Wazuh

Start wazuh:

$ systemctl daemon-reload
§ systemctl enable wazuh-manager
$ systemctl start wazuh-manager

Filebeat:

[rootRlocalhost etc]# .13
Updating Subscriptio
Red Hat Enterpris

Red Hat Enterpri

. (RPMs)
e Lin A ream (RPMs)

Fed Hat CodeReady Linux (RPMs)
Dependencies resolved.

Installing:
xB6_64

Figure 33: Installation Filebeat
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$ curl -so /etc/filebeat/filebeat.yml https://packages.wazuh.com/4.5/tpl/elastic-basic/filebeat_all_in_one.yml
alerts template for Elasticsearch:
$ curl -so /etc/filebeat/wazuh-template.json
https://raw.githubusercontent.com/wazuh/wazuh/v4.5.4/extensions/elasticsearch/7.x/wazuh-template.json
$ chmod go+r /etc/filebeat/wazuh-template.json
Installe Wazuh module for Filebeat:
$ curl -s https://packages.wazuh.com/4.x/filebeat/wazuh-filebeat-0.2.tar.gz | tar -xvz -C
/usr/share/filebeat/module

Edit file /etc/filebeat/filebeat.yml:
output.elasticsearch.password: <notre mot de passe >
copy certificates:

$ cp -r /etc/elasticsearch/certs/ca/ /etc/filebeat/certs/
$ cp /etc/elasticsearch/certs/elasticsearch.crt /etc/filebeat/certs/filebeat.crt
$ cp /etc/elasticsearch/certs/elasticsearch.key /etc/filebeat/certs/filebeat.key
Start filebeat Service:
$ systemctl daemon-reload
$ systemctl enable filebeat
$ systemctl start filebeat
Test filebeat :

# filebeat test output

FA127.0.0.1:9:

parse host. ..

dns lookup. ..
addresses: 127.0.08.1
dial up...

erver's certificate chain wverification is enabled

version: T 3
root@localhost etc]#

Figure 34: Test service Filebeat

Install Wazuh plugin for Kibana :
$ cd /usr/share/kibana
$  sudo -u kibana /usr/share/kibana/bin/kibana-plugin install
https://packages.wazuh.com/4.x/ui/kibana/wazuh_kibana-4.5.4 7.17.13-1.zip
Link port 443 to 5601 of kibana :
$  setcap 'cap net bind service=tep' /usr/share/kibana/node/bin/node

open port 443 of our server :
[rooti@localhost kibanal# sudo firewall-cmd --permanent --add-port=443/tcp

ewall-cmd --reload

Now Kibana is accessible via : https://IP
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https://packages.wazuh.com/4.5/tpl/elastic-basic/filebeat_all_in_one.yml
https://raw.githubusercontent.com/wazuh/wazuh/v4.5.4/extensions/elasticsearch/7.x/wazuh-template.json
https://packages.wazuh.com/4.x/ui/kibana/wazuh_kibana-4.5.4_7.17.13-1.zip
https://localhost/

= © Non séeurisé  kRibps//192.168.11.107 Aogin?ne:

o
'.O

Welcome to Elastic

Username

Password

& @

Figure 35: Authentification a Kibana

Same with Wazuh via : https://IP/wazuh/app

Q) elastic

= @ wazuh.

wazuh.

Check Wazuh APl connection

Check Wazuh APl version

Check alerts index pattern
Check monitoring index pattern
Check statistics index pattern
Check timelionmax_buckets setting
Check metaFields setting

Check timepicker:timeDefaults setting

Figure 36: Dashboard Wazuh

systemctl is-active filebeat wazuh-manager elasticsearch

kibana logstash

o= ="

Figure 37:Test des Etats Services

ElastAlert,Praeco,Elastalert-server:

We will use Docker and Docker Compose for an easy and manageable installation via a docker-compose.yml file.yml:

$ git clone https://github.com/johnsusek/praeco
$ cd praeco
$ mkdir -p rules rule_templates
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$ chmod -R 777 rules rule_templates
$ echo "slack webhook url: " | sudo tee -a rules/BaseRule.config >/dev/null
$ export PRAECO_ELASTICSEARCH=<your elasticsearch ip>

edit config file with nano :

GHNU nmano 5.6. config/:

Figure 38 : Conifg ElastAlert

= elmerikh@localhost:/etc/praeco — nano config/elastalert.yaml Q,

GMU nano 5.6.
minutes:

use_ssl: True

es_username: elastic
es_password: LXLPKLLGxT7Tz4KOgXHS

Figure 39: Configuration des creds via SSL




We will add the volumes /etc/elasticsearch/certs to our docker-compose.yml file

| elmerikh@localhost:/etc/praeco — nano docker-compose.yml

GNU nano 5.6.1 docker-compose.yml

version: '3’

FAECOo | # CQOCKEr COMpOSE Up
CLI using podman. Cre; ai ; to quiet m
i-plugins/d

JAECO_ELASTICSEARCH" wariable dis no
fpr: fdocker-compose.yml: “wersion’
Container praeco-elastalert-1
Container praeco-webapp-1

Attaching to elastalert-1, weba
Figure 41: Demarage du serveur ElastAlert

Server is accessible via : https://localhost:8080

on sécurisé 192,168,117, :8080/rule/add

P

i "
s Add rule “wazuh-alerts
Templates
B Name Index Time type Time field
CUCTES wazlh-alers wazuh-* Default timestamp
Silences
The narme ofthe rule, must be unigue. e.0. logstash-* or logstash-% %m. %d [3]

YWHER count CVER all documents  UNFILTERED |5 NOT EMPTY

12
10
a
B
4
2
i}
Aggregation Re-alert
- i + Minutes
Instead of sending alerts immediately, send a report of alerts on 2 schedule. Youwill receive, at mast, one alert every 5 minutets?, 'eveh Fa rule'ttiggers multiple times within

that timeframe. This is @ mechanism to prevent@etting floodedwith aterts, ifthe kiledsormuped
awer a field, this aption will be applied on a per-group basis

Figure 42: Dashboard ElastAlert GUI
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Alert Test with Discord as an example :

* Destination

Slack M3 Teams Email HTTP FOST HTTP POST 2 Telegram Jira Google Chat Linerotify
Mattermost Cammand Gitter AWSE SME (Amazan Simple Motification Service) AWS SES (Amazon Simple Email Service) Zahhix
Twilio FPanerTree Exotel Stamp Splunk On-Call (Formerly Victorps) Servicehlow Chatwark Discord
TheHive Alerta Datadog Rocket.Chat PagerDuty TencentSMS Aletmanager Cingtalk Cpsgenie
Gelf Lark IRIS

Figure 43: Options ElastAlert

Sur notre serveur discord en creer une simple webhook :

Mew Webhook

POSTING TO BOT

a SOC BOT
© created on Jun

@ CHANMEL

bot

Copy Webhook URL Delete Webhook

Figure 44: Creation d'une Webhook discord

click on drop down of test button then choose “Send real Alert”:

Test v

Figure 45:Test Elast Alert

We get an alert on our Discord server :

SOC BOT [APP. Today at 1

n @ soc @

alert

Figure 46: Soc Alert via Discord
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We can test on other platformes by editing the rules/BaseRule.config:

[root@localhost praeco]# cat rules/BaseRule.config
webhook_url: "

rocket _chat_webhook_url: "M

slack_webhook_url:
[root@localhost praeco]# I

Figure 47.: Config tokens Pour D'autre service D'alert

Serveur Incident Response:
https://github.com/ELMERIKH/SocOp

Ubuntu 24 LTS:

After installing the ISO image, we configure our machine to begin the system installation:

Create your account

Create your account

sare-Virtual-Platform

Require my password to log in

Use Active Directory

Figure 48:Instalation Ubuntu 24
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After installation, we restart our machine and log in:

Figure 49: Serveur IR Ubuntu

We update our system :
$ sudo apt update
$ sudo apt install
Install docker et docker compose :
$ sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

DFIR-IRIS:
$  Git clone https://github.com/ELMERIKH/SocOp && cd socOp/Iris-web

$ Docker compose up
Iris can be accessed via : https://localhost:8000 with logins:

Username: administrator
Password: MySuperAdminPassword!

Remotly via : https://notre-ip:8443
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https://notre-ip:8443/

C  © Nonsécurisé  hitps://192.168.11.108 * O s

Sign In

Username

administrator

Password

MySuperAdminPassword!

Don't have an account yet ?
Please contact the platform administrator

Figure 50: Interface DFIR-IRIS

Shuffle SOAR :

$ cd socOp/Shuffle
$ Docker compose up —d
Shuffle interface is accesible via https://IP-IR:3001

(] A Mon séeurisé 192,168.11.108 fadminsetup

I Shuffle Training Q Sign Up Lagin

Create administrator account

Username

username@example.com

Password

Figure 51: Instalation Shuffle SOAR
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c A\ Mon sécurisé 192.168.11,108

Workflows Apps Docs

Workflows : Getting Started

Setup pro

1. Collect /6 2. Enrich 3. Detect 4. Respond 012 5. Verify

%)

/- Suggested Usecase: Email management
EXFLORE DISk
ai RIS

2) Wazuh -> IRIS

Figure 52: Iterface SHUFFLE SOAR

MISP:

$ cd misp-docker
$ Docker compose up -d

Logins :admin@admin.test pass : admin

C  © Monséeuist  ketss;//192,168.11.108

MISP

Threat Sharing
Login

Email Paggword

admin@admintest | wee |

P d by 2

Figure 53: MISP login page

Could not locate the PGP public key:
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We will add our cyber intelligence feeds:

Haorme EventActions Dashhoard G Input Filters Global Actions cActions Administration

Remote Searvers
FEEdS Feeds

SightingDB

arch Feed Caches

{Feed Generate feed lookup caches orfetch feed data (enabled feeds o

Communities
1ot Feeds from JSOM
Load default feed metadata C 2 all fee ) free Cerebrates 1=} Fetch and store all feed dats

1 averlap analysis matrix
TAXI Servers

ort Feed settings
Event ID translatar

|Feeds

Generate feed lookup caches orfetch feed data (enahled feeds only)

Load default feed metadata ache 3 ac CaC 5 etch and store all feed data

1 ID Enabled Caching Name Format Provider Org Source URL Headers Target Publish Delta Override Distribution Tag Visible Caching
1 % x CIRCL misp CIRCL network  hitps: i cirel lufdocimispifeed- Feed not enabled X% * x All communities * Mot cache
QEINT osint
Feed
4 X The misp Botvrij.eu network  hitps: i boteri] euidatalfeed- Feed not enabled X% * x All communities * Mot cache
Botvrij.eu asint
Drata

Fage 1 of 1, showing 2 recards out of 2 total, staing on recard 1, ending on 2

Figure 54.: Configuration MISP

Feeds

Generate feed lookup caches or fetch feed data (enahled feeds anly)

Load default feed metadata C 2 all feeds he fre 5 e MISF feeds Fetch and s

2 3 4 next » last s

hle caching fo cted Default feeds Custom feeds All feeds Enahled feeds
Filt

] ID Enabled Caching Marne Format Provider 0rg
1 % b CIRCL OSINT Feed misp  CIRCL
2R *® The Botvrij.eu Data misp Botyrij.eu
3 X X ELLIO: IF Feed freetext  ellio tech

{(Community version)
4 R *® blockrules of CEy rules.emergingthreats.net

tules. emergingthreats net
5 X * Tor exit nodes CEY TOR Mode Listfrom dan.me.uk - careful, this feed applies a lock-out after each pull. This is shared with the "Tar ALL nodes" feed.
B X X TorALL nodes =1 TOR Mode Listfrom dan.me.uk - careful, this feed applies a lock-out after each pull. This is shared with the "Tor exit nodes" feed.
T R ¥ cyhercrime-trackernet - freetext cyvhercrime-trackernet

all

- 4
Figure 55: Ajout des Feeds (MISP)

Integrations Wazuh:
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Links: https://github.com/ELMERIKH/SocOp/tree/main/Integrations-Scripts

The folder /var/ossec/integrations contains the integration scripts for Wazuh. By default, you can find integrations

with VlrusTotal Shufﬂe and Slack
CaLnost C ar/

n-alhn t 1nfegratinn

[root@localhost A rations] #

Figure 56: scripts d'integrations

e add the scripts custom—iris py and custom-misp.py in /var/ossec/integrations:
:'atﬁ0n5]# chmod 758 custom—iris.py
grations]# 1ls -lah

root wazuh
root wazuh
root wazuh
root wazuh 8
root wazuh
root wazuh

root wazuh
root wazuh 3.

2]

1

1

1

1

1 root wazuh
1

1

1 root wazuh
1

D-alh t grations : stom-misp.py

Figure 57: a/()ul des scripts d'integration customiser

For DFIR-IRIS, we can find our API key in our profile:
&« C U [ localhost 90% 17 @ 9 =

A #1-Initial Demo

w administrator

Dashboard %
y

Overview

administrator
INVESTIGATION

Case
Alerts Name Username
Search
Ermail #ID #UUID
Activities
DIM Tasks APl Key
MANAGE
IRIS Theme Prompt a confirmation box before deleting objects

Manage cases

®
Advanced
Hel
el Change password

Figure 58: Cle API DFIR-IRIS

We edit the Wazuh configuration file:
$ nano /var/ossec/etc/ossec.conf
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egration>
. tom—iris.py</name:>
<hook_url>https: [, 1.11.108: 8988 /alerts/add< /hook_urls>
4 level>
grouprossec, sysloj ; entication_failed,pam,pfse -,surﬁaata,misa

anL_hHlNHleuzmjdLSDI*'

Figure 59: Config Wazuh pour integration DFIR-IRIS

We edit the custom-iris.py script with our link to our Wazuh instance:

elmerikh@localhost:/varfossecfintegrations — nano custom-iris.py

GNU nano 5.6.1 custom-iris.p Moddified
(alert <

alert_json

Figure 60: script integration DFIR-IRIS

After restarting Wazuh with the command:
$ systemctl restart wazuh-manager

We can see that we receive the alerts:
RIS = A

administrator -
25/TEFI0A TS AT 2 Alerts
Filter Select 1= Ecpand All Refresh Alerts per page:
Dashboard
Crvarview
INVESTIGATION HOST-BASED ANOMALY DETECTION EVENT (ROOTCHECK). P »

o #2 - 4P80ES0S-CEET-482A-FARP-85AFPIICETE0

Case

Rule 1D: 510
Rule Level: 7
Rule Description: Hast-based anomaly detection event (rootcheck),

Search Agent ID: 000
Agent Mame: localhost.localdomain
Activities MITRE ICks: N/A&

MITRE Tactics: M/A
MITRE Techniques: NAA

DM Tasks Location: rootcheck

Full Log: File Yetc/praeco/irules/BaseRul e.config Is owned by root and has written permissions to anyone.
MANAGE

€ ©202405-25T1547:39.739000  # Medium & Wozuh @ IrsintfalClient | % wazuh | | ® localhostlocaldarhain
Manage cases

Figure 61: Alert via Wazuh dans DFIR-IRIS

For MISP, we generate our API key through our profile:
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@ Non séeurlsé

c Ftps/192.168.11.108

Da:

Home EventActions noard Input Filters G Administration Logs API

Edit by Profile

User admin@admin.test

Change Password

D 1
Email admin@admintest
My Settings
Organisation = ADMIN
Feriodic summary seftings
Role admin
Set Setting
List Organisations o m BEmEED
Role Permissions Email notifications Event published notification m
List Sharing Groups Daily natifications [ no |
Add Sharing Group Weekly notifications m
List Sharing Gl Bl int:
o AN Broup Blueprints Manthly notifications m
Add Sharing Group Blueprint
Contact alert enabled m
Categories & Types Iwited By IA
Terms & Conditions HIDS Start SID 4000000
Statistics PGP key m
Created A

Last password change 2024-07-0619:41.52

=]

* Admin = Log out

F lure 62:MISP roﬁl

Last password change 2024-07-0519:41:52

Download user profile for data portability JEVIEW USEN (005 Review User logins

Auth keys [

== Add authentication key

# User Aurth Key Expiration Last used

Fage 1 of 1, showing 0 records out of O total, stating on recard 0, ending on 0

Figure 63: ajout cle API Misp

Authentication key Index

Alist of API keys bound to a user.

Auth Key Expiration Last used Comment

1 admin@admin.test NP Hm=3 Indefinite Mever hdy Misp AP Key lal

Figure 64 : Cle API MISP

We add in the config file /var/ossec/etc/ossec.conf
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<integration>

<name>custom-misp.py</name:

<group>sysmon_eventl,sysmon_event3,sysmon_events, f5mon_eventT,5v5m0n_euent!

<alert_format>json</alert_format>
</integration>

Figure 65:Config Wazuh pour integration MISP

We edit custom-misp.py :

o] elmerikh@localhost:/var/ossec/integrations — nano custom-misp.py Q = X

1L

[
p).is_global:
= . : iy Cut . tion ERY Undo
Read File |l Faste stify A To Line s Redo

Figure 66: Script integration MSIP

]
;

t

RedHat

For virustotal we can enable the default integration via Wazuh:
o elastic

= . WGZUh_ . Settings

Threat Detection and Response

DEFAULT Vulnerabilities

Ciscover what applications in your environment are affected by well-known wulnerabilities.

DEFAULT MITRE ATT&CK

Security events from the knowledge base of adversary tactics and techniques based on real-world observations

% VirusTotal
Alerts resulting from YirusTotal analysis of suspicious files via an integration with their APl

[s w«  Osquery
Csquery can be used to expose an operating system as a high-performance relational database.

% Docker listener

Monitaor and collect the activity from Docker containers such as creation, running, starting, stopping or pausing events,

Figure 67: Wazuh Threat Detection and Response
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&} 23 wirustotal.com fguifuser/elmeri

=

Z Q, URL,IP address, domain or file hash

We have changed our Privacy Motice and Terms of Use, effective July 18, 2024, You can view the updated Privacy Motice and Terms of Use.

APl KEY

This iz your personal key. Do not disclose it to anyone that you do not trust, do not embed it in seripts or software from which it can be easily retrieved if you care abo
data using your API key, you are agreeing to our Terms of Service and Privacy MNotice, and to the sharing of your Sample submissions with the security community.

information; we are not responsible for the contents of your submissions. Learn more

@ O

Figure 68:Cle API VirusTotal

th your VirusTotal API key -->

Figure 69:Config Wazuh pour integration VirusTotal

We do the same in DFIR-IRIS:

Has Module Interface

#1D Module name 1 L i i Date added Added by Active
DII}E'II’IE warsion warsion
5 Iris Intel Owl 0.1.0 1.2.0 2024-06- administrator
24T21:38:58.645999
3 IrisCheck 1.0.1 1.2.0 2024-06- administrator
24T21:3%57. 744437
2 IrisMISP 1.3.0 1.2.0 2024-06- administrator v
24T21:38:57.709178
1 IrisvT 1.2.1 1.2.0 2024-0¢- administrator v
24T21:38:57.318472
4 IrisWebHooks 1.04 1.2.0 2024-0¢- administrator
24T21:38:586.609596
H Modul Interf
#1D Module name o e nrertace Date added Addad by Active
plpellne varsion varsion

Figure 70:Module DFIR-IRIS

For shuflle:
We add in /var/ossec/etc/ossec.conf

L168.11. 1€ fapi/vl/hooks /webhook_fh6fff6l- 49" 93a7 hook_url>

<falert_format>

Figure 71:Config Wazuh pour integration SHUFFLE SOAR

Endpoints:
1-ubuntu 24 LTS/ubuntu server machines:
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Our Endpoints consiste a ubuntu server 24 LTS :
Ubuntu-serser 84-bit - Whware Woarkstation 17 Player (Mon-cormmercial use only)

Player - - % [I:E ﬁ

Ubuntu 24.84 LTS elmerikh ttyl

Hint: Mum Lock on

elmerikh login: elmerikh
F oo

Figure 72: ubuntu-server 24

And a Ubuntu 24LTS machine :

Figure 73:Ubuntu 24

We generate a key for our linux agents on our Log management Server :
[root@localhost kibanal# /var/ossec/bin/manage_agents

* Wazuh v4.5.4 Ag anager. *
* The following options are available: =

=

Choose your action: A,E,
Choose your action:

Available agents:
ID: 861, Name: windows-1G-pro, IP: 19 :
Name: ubuntu , IP: 192.,168.11.18:!
ID of the ag -t the key | \ quit): 882

wimykZDUSY2NiYZzc50TA4
YWIFETI1YzViY2IhZjMIN2ZZ1Y2Q2ZDImZTdmyY mU2ZmF §

Figure 74;instalation des agents Wazuh sur les machines linux

We can now install the Wazuh-agent on our ubuntu machines :
$ apt install wazuh-agent

45



3 sudo /fvar/ossec/bin/manage_agents -1 MDAyIHV1dW50dSO@yNCAxOTIuMT
YALJEXLJEWNSBmZTIkZDQOMIhiZ JEXMDgwYmVkZDUSY2N1Yzc50TAAYWIFZTI1YzViY2IhZ jM2N2Z1Y2
Q2ZDIMZTdmYmU2ZmF j

Agent information:

ID:002
Name:ubuntu-24
IP Address:192.168.11.105

Confirm adding it?(y/n): I

Figure 75:agent wazuh (linux)

We edit the configuration file with our IP (Wazuh server)):

ubuntu@ubunktu: ~

GNU nano 7.2 fvarj/ossec/etc/ossec.conf *
<l

Wazuh - Agent - Default configuration for ubuntu 24.04

More info at:

Mailing list:

<ossec_config=
<client>
<server=
<port=15 O
<protocol=tcp</protocol=>
</server=>
<config-profile=ubuntu, ubuntu24, ubuntu24.04</config-profile=
<notify_time=10</notify_time=>
<time-reconnect=>60</time-reconnect>
<auto_restart>yes</auto_restarts>
<crypto_method=aes</crypto_method=>
</client>

ae Help We Write Out @ Where Is @4 Cut Wl Execute
Bl Exit MM Read File B\ Replace e Paste B8 Justify

Figure 76:config agent Wazuh (linux)

Install suricata :
sudo apt install software-properties-common
add-apt-repository ppa:oisf/suricata-stable
sudo apt update
sudo apt install suricata —y
Edit the suricata conf :
sudo nano /etc/suricata/rules/local.rules
add the following:
alert icmp any any -> SHOME NET any (msg:"THIS IS AN ICMP Ping"; sid:1; rev:1;)

SR AR AR CRRC CaRc )

$ sudo nano /etc/suricata/suricata.yaml
$ sudo suricata-update
$ sudo systemctl enable suricata
sudo systemctl start suricata
$ sudo systemctl status suricta
config Wazuh-agent:
$ sudo nano /var/ossec/etc/ossec.conf
add the following:
<ossec_config>
<localfile>
<log format>json</log format>
<location>/var/log/suricata/eve.json</location>
</localfile>
</ossec config>

Restart Wazuh-manager

Yara :
Installing Yara in our linux endpoints

$ sudo apt update
$ sudo apt install -y make gcc autoconf libtool libssl-dev pkg-config jq
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sudo curl -LO https://github.com/VirusTotal/yara/archive/v4.2.3.tar.gz
sudo tar -xvzf v4.2.3.tar.gz -C /ust/local/bin/ && rm -f v4.2.3 tar.gz
cd /ust/local/bin/yara-4.2.3/
sudo ./bootstrap.sh && sudo ./configure && sudo make && sudo make install && sudo make check
We will download yara detection rules:
sudo mkdir -p /tmp/yara/rules
sudo curl 'https://valhalla.nextron-systems.com/api/v1/get' \
-H 'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8" \
-H 'Accept-Language: en-US,en;q=0.5"\
--compressed \
-H 'Referer: https://valhalla.nextron-systems.com/' \
-H 'Content-Type: application/x-www-form-urlencoded' \
-H 'DNT: 1' -H 'Connection: keep-alive' -H 'Upgrade-Insecure-Requests: 1'\
--data
'demo=demo&apikey=11111111111111 111 11111111111 1111111111 11111111111111111111111111&form
at=text' \

$ -o/tmp/yara/rules/yara_rules.yar
Create yara.sh script in /var/ossec/active-response/bin/ directory

sudo chown root:wazuh /var/ossec/active-response/bin/yara.sh
$ sudo chmod 750 /var/ossec/active-response/bin/yara.sh

IR R s AR R A o AR i ]

add <syscheck> block in Wazuh agent /var/ossec/etc/ossec.conf configuration to monitor /tmp/yara/malware

directory:

<directories realtime="yes'">/tmp/yara/malware</directories>

$ sudo systemctl restart wazuh-agent

In Wazuh server(log management sever) we edit : /var/ossec/etc/rules/local rules.xml
<group name="syscheck,">
<rule id="100300" level="7">
<if sid>550</if sid>
<field name="file">/tmp/yara/malware/</field>
<description>File modified in /tmp/yara/malware/ directory.</description>
</rule>
<rule id="100301" level="7">
<if sid>554</if sid>
<field name="file">/tmp/yara/malware/</field>
<description>File added to /tmp/yara/malware/ directory.</description>
</rule>
</group>

<group name="yara,">
<rule id="108000" level="0">
<decoded as>yara decoder</decoded as>
<description>Yara grouping rule</description>
</rule>
<rule id="108001" level="12">
<if sid>108000</if sid>
<match>wazuh-yara: INFO - Scan result: </match>
<description>File "$(yara_scanned file)" is a positive match. Yara rule: $(yara rule)</description>
</rule>
</group>
<decoder name="yara_decoder">
<prematch>wazuh-yara:</prematch>
</decoder>
edit : /var/ossec/etc/decoders/local _decoder.xml
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<decoder name="yara decoder1">
<parent>yara_decoder</parent>
<regex>wazuh-yara: (\S+) - Scan result: (\S+) (\S+)</regex>
<order>log_type, yara rule, yara scanned file</order>
</decoder>
Then add : /var/ossec/etc/ossec.conf

<ossec_config>
<command>
<name>yara_linux</name>
<executable>yara.sh</executable>
<extra_args>-yara_path /usr/local/bin -yara_rules /tmp/yara/rules/yara_rules.yar</extra args>
<timeout allowed>no</timeout allowed>
</command>

<active-response>
<command>yara_linux</command>
<location>local</location>
<rules 1d>100300,100301</rules_id>

</active-response>

</ossec_config>
Restart serveur :
$ sudo systemctl restart wazuh-manager

Windows 10 pro /11 machines:

= @ wazuh. v &

Deploy a new agent X Close

o Choose the operating system

Red Hat Enterpris... CentD8 Ubuntu macOs

> Show more

o Choose the version

Windows XP Windows Server ...

o Choose the architecture
Figure 77:Deploiment des agent Wazuh (Windows)
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Invoke-WebRequest -Uri https://packages.wazuh.com/4.x/windows/wazuh-agent-4.5 . 4-1.msi -DutFile ${env:tmp}iwazuh-
agent.msi: msiexec.exe /i ${env:tmphiwazuh-agent.msi fq WAZUM_MAMAGER='192 168.11.187"
WAZUH_REGISTRATION_SERVER="192.168.11.187" WAZUH_AGENT_GROUP="default' WAZUH_AGENT_MNAME='winll'

D Start the agent

NET

NET START Wazuh

Figure 78: Command Powershell pour installer l'agent Wazuh

Meilleur résultat

> Windows PowerShell >

Systeme

Applications

Windows PowerShell
#®  PowerPoint Systéme

< Portail de réalité mixte
Rechercher sur le Web =f Ouvrir
§e; po - Afficher plus 