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1 Adding new system call

Tao thu muc get proc_info trong thu muc kernelbuild;sau do tao file sys_get proc_info.c chita
phan hién thyc clia syscall can thém. Trong thu muc kernelbuild, mé Makefile:

’ $ vim Makefile ‘
Trong Makefile, tim dong:

’core -y += kernel/ mm/ fs/ ipc/ security/ crypto/ block/ ‘

va bd sung thanh:

’core -y += kernel/ mm/ fs/ ipc/ security/ crypto/ block/ get proc_info/ ‘

Tiép theo, bd sung system call vio system call table:

$ pwd $§ ~/kernelbuild/ $ cd arch/x86/entry/syscalls/ $ echo "548 64 get proc_info
sys_get proc_info" » syscall 64.tbl

Cau héi: Y nghia cia timg thong tin duge thém vao trong system call table (548 64
get proc_info sys get proc_info)?

Tra 16i: Cac system call trong system call table ¢6 dinh dang: <number> <abi> <name>
<entry point>

e <number> 548 1a s6 thi ty clia system call thém vao.

<abi> 64 ting v6i hé thdng 64 bit.
e <name> get proc_info la tén cta system call.
e <entry point> sys_get_proc_info 1 tén chuong trinh can goi dé xit Iy system call.

Tiép theo, chiing ta bd sung mot system call méi vao trong file system call header:
’ $ ~/kernelbuild/include/linux

M file syscalls.h va bd sung dong sau vao trudc #endif:

struct proc_ info;
struct procinfos;
asmlinkage long sys get proc_info(pid t pid, struct procinfos * info);

Cau hoéi: Y nghia ctia nhimg dong tren?
Tra 16i: Cac dong trén duge bo sung vao file header (syscalls.h) nhim muc dich khai béo cac
struct proc_info, procinfos va ham sys_get proc_info(pid_t pid, struct procinfos * info).
Cudi ciing, bién dich lai kernel va khéi dong lai hé théng dé a4p dung kernel méi:
$ make -j 8
$ make modules -j 8
$ sudo make modules_ install
$ sudo make install
$ sudo reboot

Sau khi khéi dong vao kernel mdi, chiing ta tao mot chuong trinh C nhé dé kiém tra system
call da dugce tich hgp chua vao kernel hay chua:

#include <sys/syscall.h>
#include <stdio.h>
#include <unistd.h>

#define SIZE 200
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int main () {
long sys_return_value;
unsigned long info[SIZE];
sys_return_value = syscall(548, -1, &info);
printf ("My student ID: %lu\n", info [0]);
return O;

Listing 1: Test Code

Cau hoéi: Tai sao chuong trinh nay c6 thé cho biét licu hé théng clia chiing toi c6 hoat dong

hay khong?

Tra 16i: Chuong trinh nay in ra MSSV da dudc thém vao trong file sys_get proc_info.c.
Néu khong in ra ding MSSV, system call da that bai.

toanvo4121@Alfred: ~/Documents/test syscall

File Edit View Search Terminal Help

S gcc -c test.c
gcc -o test test.o

toanvo4121@Alfred:~ nt : S ./test
My student ID: 1915570
toanvo4121@Alfred:~

Figure 1: Test system call thanh cong

2 System call Implementation

Trong thu muc kernelbuild, tao méi mot thu muc co tén get proc_info, va sau dé tao mot file

sys_get_proc

info.c bén trong thu muc get proc_info:

$ cd ~/kernelbuild

$ mkdir get proc_info

$ cd get_proc_info

$ touch sys_get proc_info.c

Sau d6 viét code vao file sys_get proc_info.c:

#include
#include
#include
#include
#include
#include
#include
#include

<linux/module.h>
<linux/kernel.h>
<linux/sched.h>
<linux/string.h>
<linux/syscalls.h>
<linux/sched/signal.h>
<asm/current .h>
<asm/uaccess.h>

struct proc_info

{

pid_t pid;
char name [16];

g
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struct procinfos

{
long studentID;
struct proc_info proc;
struct proc_info parent_proc;
struct proc_info oldest_child_proc;
}s
SYSCALL_DEFINE2 (get_proc_info, pid_t, pid, struct procinfos *, info)
{
struct task_struct *process = NULL, *child_process = NULL;
struct procinfos process_infos;
process_infos.studentID = 1913944;
if (pid == -1)
{
pid = current->pid;
}
for_each_process (process)
{
if (process->pid == pid)
{
process_infos.proc.pid = process->pid;
strcpy (process_infos.proc.name, process->comm) ;
// PARENT
if (process->real_parent != NULL)
{
process_infos.parent_proc.pid = process->real_parent->pid;
strcpy (process_infos.parent_proc.name, process->real_parent->comm);
}
else
{
process_infos.parent_proc.pid = 0;
strcpy (process_infos.parent_proc.name, "\0");
}
// CHILD
child_process = list_first_entry_or_null (&process—>children,
struct task_struct,
sibling) ;
if (child_process != NULL)
{
process_infos.oldest_child_proc.pid = child_process->pid;
strcpy (process_infos.oldest_child_proc.name, child_process->comm) ;
}
else
{
process_infos.oldest_child_proc.pid = O0;
strcpy (process_infos.oldest_child_proc.name, "\0");
}
copy_to_user (info, &process_infos, sizeof (struct procinfos));
return O;
}
}
return EINVAL;
}

Listing 2: Hién thyc System call
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Sau d6, tao mot Makefile:

$ touch Makefile
$ echo "obj-y := sys_get proc_info.0o" » Makefile

3 Compilation and Installation process

3.1 Chuan bi

Thiét lap may ao (Virtual machine): Trong bai tap 16n nay, ching ta sé cai dat Ubuntu
18.04 trén may 40 VMWare va cap phat cho may do dit RAM can thiét, dung lugng 6 ciing t6i
thidu 40GB.

Cai dat core packages: Sau khi cai xong may 4o, ching ta cai Ubuntu’s toolchain (gcc,
make):

$ sudo apt-get update
$ sudo apt-get install build-essential

Sau do la cai kernel-package:

$ sudo apt-get install kernel-package

Cau hoi: Tai sao chiing ta phai cai kernel-package?
Tra 15i: Bsi vi kernel-package c6 rat nhidu phién ban hat nhan (kernel) dé chiing ta lia chon
sao cho phut hgp véi cau hinh phan cting clia may 4o (hay may that) cta ban.

Tao thu muc bién dich kernel: Tiép theo, ta tao méi mot thu muc kernelbuild trong
Home. Sau dé chiing ta tai kernel source vé vi gidi nén, trong bai tap lén ndy, ta stt dung phién
béan kernel 5.0.5:

$ mkdir ~/kernelbuild
$ cd ~/kernelbuild

$ wget https://cdn.kernel.org/pub/linux/kernel /v5.x/linux-5.0.5.tar.xz
$ tar -xvJf linux-5.0.5.tar.xz

Cau héi: Tai sao ching ta phai st dung nhing kernel source khac ti nhing server nhu
http://www.kernel.org. Chiing ta c6 thé bien dich kernel source goc (kernel ciia OS hién hanh)
tryc tiép duge khong?

Tra 16i:Ching ta c6 thé bien dich kernel gbc ctia OS hién hanh béi kernel mic dinh duge van
chuyén véi Debian xit 1f v6i moi cAu hinh. Tuy nhién, viéc st dung kernel source khéc tit server
gitp ta c6 thé sit dung nhing tity chon khong dudce hd trg trong kernel sdn cé ciing nhu loai bd
céc tiy chon khong can thiét dé tang téc. Ngoai ra con gitp gidi quyét xung dot phan cing véi
kernel dugc cung cap trude va xit li cac nhu cau phan cing dic bigt.

3.2 CA&u hinh

Cau hinh ctia kernel nim trong file .config, bing cach cai dit lai cac tly chinh trong file ciu
hinh sé gitup kernel va may tinh hoat dong mot cach hiéu qua.
Ching ta c6 thé copy file cAu hinh ctia kernel hién tai ctia OS sang thu muc linux-5.0.5:

$ cp /boot/config-$(uname -r) ~ /kernelbuild/.config

Sau d6, chiing ta doi tén lai phién ban kernel. Dé tity chinh file cAu hinh thong qua terminal
interface, ta phai cai dit thém céic package can thiét:
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’ $ sudo apt-get install fakeroot ncurses -dev xz-utils bc flex libelf -dev bison ‘

Va chay 1énh make menuconfig hosic make nconfig dé mé Kernel Configuration:

’ $ make nconfig ‘

Dé thay doi phien ban kernel, chon General setup option — (-ARCH) Local version - append
to kernel release, sau d6é nhap vao .1915570
Luu file lai va thoat ra.

3.3 Build kernel da dudc ciu hinh

Dau tién ta phai bién dich kernel v& tao may 4o vmlinuz. Viéc nay sé mit mot khodng thoi gian
khé dai. Trong terminal, di chuyén dén thu muc linux-5.0.5 va command:

$ make
Hoac
$ make -j 4

Sau d6 la xay dung loadable kernel modules:

$ make modules
Hoac
$ make -j 4 modules

Cau héi: Y nghia ctia command make vd make modules 13 gi? Nhing gi dudc tao ra va dé
lam gi?

Tra 16i:

e make: bién dich v& lién két kernel image. Két qua tao ra mot file ¢6 tén vmlinuz.

e make modules: bién dich cdc module. Két qua tao ra cac file nhi phan.

3.4 Cai dat kernel méi

Dau tién 1 cai dit cac modules:

$ sudo make modules_install
Hoic
$ sudo make -j 4 modules_ install

Sau do 1a cai dat kernel méi:

$ sudo make install
Hoac
$ sudo make -j 4 install

Sé mat mot it thoi gian dé hoan thanh viec cai dat kernel méi. Sau khi cai dat xong, khéi
dong lai may:
’ $ sudo reboot ‘

Sau khi khéi dong lai, kidm tra viéc cai dat bang command sau:

’ $ uname -r ‘

Két qua: két qua c6 chita MSSV, do dé viéc bién dich va cai dat da thanh cong.
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toanvo4121@Alfred: ~

File Edit View Search Terminal Help
toanvo4121@Alfred:~5 uname -r
5.8.5.1915570

toanvo4121@Alfred:~5 |:|

Figure 2: Cai dat kernel mdi thanh cong

3.5 Trim the kernel

Sau khi cai diit kernel thanh coéng, ching ta c6 kernel méi v6i cAu hinh mic dinh. N6 sé bao gdm
céc goi hd trg hau nhu tat cd moi thi, dAn dén sy du thita khong can thiét. V6i cAu hinh nay,
ching ta sé méat rat nhidu thoi gian dé bien dich. Trong khudn khd bai tap 16n nay, ching ta can
mot cu hinh kernel khac cho may. Cu thé, ching ta nén mé lai make nconfig dé chon cdu hinh
phit hop cho méy ciia minh. N6 sé cung cip cho ching ta mot loat cAc menu, tit d6 sé chon céac

tiy chon ta muén dua vho. Sau khi ciu hinh, ching ta sé bién dich lai kernel.

4 Making API for system call

4.1 Wrapper

Mic dit system call get proc_info da hoat dong ding, chiing ta vAn can phai cai tién né dé
thuan tien hon cho cac lap trinh vién khac. Ching ta can trién khai C wrapper dé dé dang
stt dung hon. Dé tranh bién dich kernel lai mot lan nita, ching ta sé tao mot thu muc khéac
dé luu trit ma ngudn cho chuong trinh wrapper. Trudc tién ching ta tao mot header file ciia
chuong trinh wrapper v& cic ciu tric procinfos, proc_info. Ching ta dit tén cho header file 1

get_proc_info.h va n6 chita noi dung nhu sau:

#ifndef _GET_PROC_INFO_H_
#define _GET_PROC_INFO_H_

#include <unistd.h>
#include <unistd.h>

struct proc_info {
pid_t pid;
char name [16];

g

struct procinfos {
long studentID;
struct proc_info proc;
struct proc_info parent_proc;
struct proc_info oldest_child_proc;

g

long get_proc_info(pid_t pid, struct procinfos * info);
#endif // _GET_PROC_INFO_H_

Listing 3: Header File
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Cau héi: Tai sao chiing ta phai dinh nghia lai cdc ciu tric procinfos va proc_ info trong khi
dadinh nghia né bén trong kernel?
Tra 18i: Chiing ta can dinh nghia lai n6 dé c6 thé sit dung ching & bén ngoai.
Sau d6 chiing ta tao mot file get proc_info.c dé git ma ngudn cho wrapper. Noi dung ciia
file nay nhu sau:
#include "get_proc_info.h"
#include <linux/kernel.h>

#include <sys/syscall.h>
#include <unistd.h>

S S

6 long get_proc_info(pid_t pid, struct procinfos * info) {
7 long sysvalue;

8 sysvalue = syscall (548, pid, info);

9 return sysvalue;

Listing 4: Hién thuc Wrapper

4.2 Validation
Tiép theo, chiing ta copy file header get proc_info.h vao /usr/include:

$ sudo cp <path to get proc_info.h> /usr/include

Cau héi: Tai sao root lai dic quyén? (Vi du phai them sudo trudc cp dé copy file header
sang /usr/include)?

Tra 18i: vi thu muc /usr thuoc quén sit hitu ctia root nén khi can copy thi phai dc sy cho
phép ctia root.

Sau d6 ta bién dich source code nhu mot déi tugng chia sé dé cho phép ngudi ding truy cap
system call ctia ta thong qua tng dung cta ho:

’ $ gce -shared -fpic get _proc_info.c -0 libget proc_info.so ‘

Sau khi bién dich thanh cong, copy file libget proc_info.so sang /usr/lib:

’ $ sudo cp libget proc_info.so /usr/lib ‘

Cau héi: Tai sao ta phai thém -shared va -fpic trong gcc command?

Tra 15i: -shared dé bien dich tao ra thu vien lién két dong, -fpic dé bien dich ra ma khong
phu thuoc vi tri day & option can thiét khi tao thu vién lien két.

Budc cudi ciing dé kiém tra toan bo cong viéc, ching ta si dung chuong trinh sau va bién
dich v6i tuy chon get proc_info option:

1 #include <get_proc_info.h>
2 #include <sys/types.h>

3 #include <unistd.h>

! #include <stdio.h>

5 #include <stdint.h>

7 int main(){

8 pid_t mypid = getpid ();

9 printf ("PID: %d\n", mypid);
10 struct procinfos info;

12 if (get_proc_info (mypid, &info) == 0){

13 printf ("studentID: %1d\n", info.studentID);
14 printf ("proc.pid: %d\n", info.proc.pid);

15 printf ("proc.name: %s\n", info.proc.name);
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printf ("parent_proc.pid: %d\n", info.parent_proc.pid);

printf ("parent_proc.name: %s\n", info.parent_proc.name);

printf ("oldest_child_proc.pid: %d\n", info.oldest_child_proc.pid);
printf ("oldest_child_proc.name: %s\n", info.oldest_child_proc.name);

} else {
printf ("Cannot get infomation from the process %d\n",

Listing 5: Validation Code
Két qua thu dugc:

toanvo4121@Alfred: ~/Documents/fvalidation

File Edit View Search Terminal Help
oanvo4121@Alfred:~$ cd Documents/validation/
n gcc -lget_proc_info -o validation validation.c

. /validation

=

tudentID: 1915570
proc.pid: 2882
proc.name: validation
parent_proc.pid: 2851
parent_proc.name: bash
pldest_child_proc.pid: ©
pldest _child_proc.name
oanvo4121@Alfred:

Figure 3: Hoan thanh validation

mypid) ;
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