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MOTIVATION &




e OBJC RUNTIME MANIPULATION, SWIZZLING, FULL JB BYPASS
e SWIFT RUNTIME MANIPULATION, PARTIAL JB BYPASS

e EXTRACT IN MEMORY SECRETS

e FACE ID BYPASS

e CRYPTO ALGORITHMS EXTRACTION

~ « KEYCHAIN DUMP

SL PINNING FULL BYPASS



DEMO TIME
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QUICK RECAP-0BJC JAILBREAK

e BINARY DUMP
e HOOKING INTO RUNTIME - ASLR
e RETURNING FROM THREAD

e SWIZZLING OBJC FUNCTION

e FULL JAILBREAK BYPASS



QUICK RECAP - SWIFT JAILBREAK

e FINDING THE LIBRARY CALL

e HOOKING INTO RUNTIME - ASLR

e MODIFYING REGISTERS

e FISHHOOK - RE-BINDING SYMBOLS

< PARTIAL SWIFT’S JAILBREAK BYPASS

LL SOLUTIONS - BINARY PATCHING



QUICK RECAP - FACE ID BYPASS

e INJECTING OBJECTION INTO RUNTIME - SWIZZLING
e FULL BYPASS OF FACE ID
e EXPOSURE OF DATA PROTECTED BY FACE ID

e EXPOSURE OF IN-MEMORY SECRETS




QUICK RECAP - CRYPTO BYPASS

e FACE ID BYPASS - NOT POSSIBLE
e MONITORING OF CRYPTO OPERATIONS
e RE CRYPTO ALGORITHM

e USING THE ALGORITHM FOR OUR OWN OPERATIONS




QUICK RECAP - KEYCHAIN DUMP

e« OBJECTION KEYCHAIN DUMP

e FACE ID NOT BYPASSABLE




QUICK RECAP - SSLPINNING

e SSL PINNING IMPLEMENTED WITH TRUSTKIT
e DYLD INJECTION

e FULL BYPASS WITH SSLKILLSWITCH




KEY TAKEAWAYS

e CLIENT-SIDE IS NOT SAFE
e ALWAYS TEST AND QUESTION YOUR APP'S SECURITY
e ENCRYPT SENSITIVE DATA, IT'S WORTH IT, 100%

e OBFUSCATE SECRETS, ALWAYS, NO EXCEPTIONS

- » NO MATTER WHAT PREVENTIONS YOU IMPLEMENT, THEY WILL BYPASS IT

« DON'T BLINDLY IMPORT LIBRARIES
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