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Introduction

▪ History of identity on the Internet

▪ Requirements for a digital identity

▪ Security: identity information is protected from unintentional disclosure.

▪ Control: the identity owner determines who can access their data and under what circumstances.

▪ Portability: identity must not be tied to a single service or provider.

▪ The European Union is aware of the problem
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”Every time an App or website asks us to create 

a new digital identity or to easily log on via a 

big platform, we have no idea what happens to 

our data in reality.”

Ursula von der Leyen, President of the 
European Commission
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€26M
for European Digital Wallet

https://digital-strategy.ec.europa.eu/en/policies/europes-digital-decade
https://www.thalesgroup.com/en/worldwide-digital-identity-and-security/government/magazine/eu-digital-i
d-wallet-coming-heres-what

https://digital-strategy.ec.europa.eu/en/policies/europes-digital-decade
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Introduction

▪ History of identity on the Internet

▪ Requirements for a digital identity

▪ Security: identity information is protected from unintentional disclosure.

▪ Control: the identity owner determines who can access their data and under what circumstances.

▪ Portability: identity must not be tied to a single service or provider.

▪ The European Union is aware of the problem

▪ European Self-Sovereign Identity Framework

▪ Leverage blockchain technology: European Blockchain Services Infrastructure

▪ EU digital wallet on the app store

31-08-2022 1
2



Tekst (Wit)

What about my data?
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Problem description

▪ Still reliant on Big Tech to store and host our data

▪ Hard to secure centralised applications

▪ Large amount of data

▪ Statistical analysis on metadata and interactions

▪ Not under your full control

▪ Access control not enforced or not flexible

▪ Censorship

▪ Not portable

▪ Incentive to retain users & data

▪ Data coupled to application
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Problem description

A system with true data sovereignty requires the following properties:

▪ Decentralised data storage on device controlled by data owner

▪ Fine-grained and resolutely enforced access control

▪ Verified authentication

▪ Decentralised identity

▪ Data decoupled from applications

Bonus: plug into the societal infrastructure for identity

TrustVault: data wallet with attribute-based access control based on verifiable credentials from EBSI
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Bloom filters

▪ Space-saving randomised data structure
▪ Membership queries
▪ No false negatives
▪ small false positive possibility
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Public Key Cryptography
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Digital Signatures
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Authenticity & Non-Repudiation
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Self-Sovereign Identity

▪ Issuers, Holders, Verifiers and a Verifiable Data Registry

▪ Verifiable Credentials (VC) are the building blocks of SSI

▪ Contains claims about the holder and proofs that those claims are true

▪ Used to convince others of the validity of claims
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Self-Sovereign Identity

▪ Issuers, Holders, Verifiers and a Verifiable Data Registry

▪ Verifiable Credentials (VC) are the building blocks of SSI

▪ Contains claims about the holder and proofs that those claims are true

▪ Used to convince others of the validity of claims

▪ Verifiable Presentations (VP) 

▪ Contains VCs and proof that the VCs are about you

▪ Requested by verifiers
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Self-Sovereign Identity

▪ Issuers, Holders, Verifiers and a Verifiable Data Registry

▪ Verifiable Credentials (VC) are the building blocks of SSI

▪ Contains claims about the holder and proofs that those claims are true

▪ Used to convince others of the validity of claims

▪ Verifiable Presentations (VP) 

▪ Contains VCs and proof that the VCs are about you

▪ Requested by verifiers

▪ Verifiable Data Registry is the anchor of distributed trust
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Self-Sovereign Identity

31-08-2022 25https://ec.europa.eu/digital-building-blocks/wikis/display/EBSIDOC/EBSI+Verifiable+Credentials+Playbook



Tekst

Attribute-Based Access Control

▪ Control access to resources

▪ Fine-grained control

▪ Evaluate set of attributes against predefined rules

▪ Only limited by available attributes

▪ Requires verifiable attributes

31-08-2022 26 V. C. Hu, D. R. Kuhn, D. F. Ferraiolo, and J. Voas, “Attribute-based access control,”
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Data Vault Access Control

▪ Files and folders have associated access policy file
▪ Local policy 𝜋(f)
▪ Global policy 𝛱(f) = 𝜋(f) ∧ 𝛱(P(f))
▪ Satisfy every policy along the root path
▪ Minimal restrictions on the root folder
▪ Increasingly specific policies for sub-folders
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Data Vault Access Control

▪ Access policies are boolean expression trees
▪ Attribute rules at the leaves
▪ Triplets in the form of (attribute, operator, value) 
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Data Vault Access Control
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Self-issued credentials

▪ Access policy based on the issuer of a credential
▪ Similar to follow/friend request in traditional social networks
▪ Attributes that give context about the relationship
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Tamper-proof access log

▪ Keep record of accessibleFilesRequests on-chain
▪ Bloom filter that contains all accessible files
▪ Transaction with session key and bloom filter sent to requester
▪ Both sender and recipient sign transactions in TrustChain
▪ Timestamped, tamper-proof and irrefutable record
▪ Audits or disputes

31-08-2022 35 P. Otte, M. de Vos, and J. Pouwelse, “Trustchain: A sybil-resistant scalable blockchain,”, https://freeicons.io/profile/3
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Data protection

▪ Data protected at rest
▪ AES Counter mode encryption
▪ Password required to unlock data vault

▪ End-to-end encryption using IPv8
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Privacy +

▪ Self-hosted data
▪ Fine-grained access control on folder and file level

▪ Mistakes in defining policies may end in unintentional disclosure
▪ Data minimisation: requesting only the minimum of information necessary
▪ Selective disclosure for the requester
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Privacy -

▪ Peer identification by public key
▪ Curious verifier can aggregate enough correlatable information over time
▪ Not solved by having multiple DIDs
▪ Network-Level Anonymity implemented in Python, not in Kotlin

▪ No private transactions on TrustChain
▪ On-chain access logs are public for anyone to see
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Security +

▪ Android internal file storage shielded from outside access
▪ Encryption at rest prevents unauthorised access even with physical access
▪ End-to-end encryption with message authentication
▪ IPv8 maintains p2p connection with changing physical addresses
▪ EBSI accreditation process for Trusted Issuers

▪ Malicious, compromised or incompetent issuers could issue false credentials
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Security -

▪ EBSI Verifiable Data Registry not convincing in requirement of accuracy
▪ Hosted API layer between user and blockchain that can corrupt read/writes
▪ Single point of failure

▪ No redundancy
▪ Mobile devices can go out of service
▪ Data loss if there is no back-up
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Solid protocol

▪ Similar concept called pods
▪ Data decoupled from applications
▪ Focused on Linked Data and Semantic Web

▪ Access control based on WebID
▪ Self asserted, unverified credentials
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DID based access control

▪ Similar access control scheme

▪ Centralised resources
▪ Closed off system
▪ No interoperability with other systems

31-08-2022 46 B. Kim, W. Shin, D.-Y. Hwang, and K.-H. Kim, “Attribute-based access control (abac) with decentralized identifier in the 
blockchain-based energy transaction plat- form,”
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Decentralised Attribute-Based Access Control
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Web3: A Decentralized Societal Infrastructure for Identity, Trust, Money, and Data

▪ Peer-to-peer sharing of data, money
▪ Uses SSI for trust between parties

▪ TrustVault provides platform for dApps to access
data directly and autonomously
with fine-grained access control
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Decentralised Attribute-Based Access Control

▪ Trusted execution of access policies
▪ Offload policy decision making to smart contracts
▪ Access requests are forwarded to the smart contracts
▪ Auditable access log

▪ Introduces latency with every request
▪ Costly to update policies and attributes
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Related work

▪ About a dozen digital wallet implementations in the process of becoming EBSI conformant. None incorporating 
secure data sharing.

▪ Purpose built ledgers for SSI like Sovrin and Ethereum Decentralised Identity provide more credential types.
▪ Anonymous Credentials and Zero Knowledge Proof Schemes like BBS+

▪ Selective disclosure
▪ Signature blinding
▪ Private holder blinding
▪ Predicate proofs
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Conclusion

▪ TrustVault users are sovereign over identity and data
▪ Secure, under user control and portable

▪ User data is stored locally, with fine-grained access control
▪ Build upon upcoming European Digital Identity Wallet
▪ EBSI is viable way of giving control to citizens
▪ Alternative for Big Tech
▪ Fair, competitive and transparent
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