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Abstract

The rise of blockchains has led to the idea of Decentralized Autonomous Organizations
(DAOs). These organizations allow a group of people to work towards a shared goal. DAOs

use smart contracts to ensure transparency and a flat hierarchy.

However, DAOs are not

as decentralized as they seem and understanding their governance process is difficult. Doc-

umentation is lackluster and information must be retrieved from different sources.

In this

paper, we describe and compare the governance process of several popular DAOs. We show
that many of the popular DAOs use the same or similar governance processes and that many
of these DAOs are not decentralized at all. In fact, they are controlled by a small majority
and in some cases, the DAOs do not have any actual power to make decisions, only influence.
We also show that the governance process itself is unequal and not decentralized.

1 Introduction

The introduction of Bitcoin [1] allowed anyone to
send and receive money without any middlemen.
Newer blockchains like Ethereum [2] took this idea
further by making Decentralized finance (DEFI), fi-
nancial application that no one controls, possible [3].
One of the first Decentralized finance applications is
Maker [4], which allows the creation of tokens pegged
to the US dollar.

These innovations eventually led to the so-called
Decentralized Autonomous Organizations (DAO).
These organizations are collectively owned with no
one leader [5]. DAOs allow a group of people to work
together towards a shared goal without anyone hav-
ing special powers. DAOs allow DEFI applications
to be collectively owned by their users. Compared to
traditional organizations, DAOs have a flat hierarchy,
they have no single leader and anyone can join and
participate in the DAO.

One of the first DAOs was the DAO. However, the
DAO was hacked and lost a significant portion of its
funds [6]. This resulted in Ethereum undoing the
hack and returning the stolen funds, showing that
DAOs are not as decentralized as they seem.

Currently, DAOs are mostly used to govern
blockchain-based applications. Through proposals,
DAO members can vote on the actions of the DAO.
Users participate in a DAO by using different tools
and platforms for governance.

DAOs are a new technology. However, leaderless
organizations have existed for decades already [7]-
[9]. In [7] Jo Freeman describes how having a struc-
tureless group is impossible; "The very fact that we
are individuals with different talents, predispositions
and backgrounds makes this inevitable”.

DAOs are not always as decentralized as they are
thought to be [10]. It can be hard to realize this since
complexity is often hidden behind different easy-to-
use tools and because DAOs have complicated gover-
nance procedures. This is made worse due to the
technical nature of some proposals and lackluster
documentation. However, Significant progress to-
wards a truly decentralized DAO has been made in
[11].

Previous research into the decentralization of
DAOs has focused on the uneven distribution of vot-
ing power [10], [12]. However, there are other factors
that limit participation, such as ease of participation,
the available tools, and the governance process. To
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fully understand a DAQ’s governance, information
must be collected from different sources like blogs, fo-
rums, documentation, social media, and governance
proposals.

In this paper, we show that DAOs not only have
an uneven distribution of voting power, but they also
have an unfair governance process that limits partici-
pation. We gather information from different sources
to describe the governance process of a number of
popular DAQOs, we compare the different DAOs and
their governance procedures and we discuss the ef-
fects of the procedures on different aspects of a DAO.
section 2 gives some background on DAOs. In sec-
tion 3 we describe the governance process of some
of the current popular DAOs. We compare them in
section 4 and discuss them in section 5. Finally, we
conclude the paper in section 6.

2 A generic DAO architecture

There is no one definition for what a DAO is.
The Ethereum foundation describes a DAO as ”a
collectively-owned, blockchain-governed organization
working towards a shared mission” [5]. DAOs do
not have a leader and decisions are made through
voting. Proposals can be put forward and executed
if enough members voted for them. Due to being
blockchain-governed, decisions made by the DAO are
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transparent and executed automatically [5]. DAOs

are often used as a way to govern blockchain-based
applications.

In this section, we explain DAOs and their core
components, shown in Figure 2. Our generic DAO
architecture contains a discussion forum, a DAO
treasury, the DAO contract itself and other smart-
contracts that may be controlled by the DAO.

2.1 DAO smart-contracts

The DAO smart-contract is what members interact
with to create and execute proposals. In our example,
it is represented as only one contract, but in prac-
tice, it may be a collection of contracts. It controls
other smart-contracts that belong to the DAO and
the DAO Treasury.

2.2 Membership

There are different ways to model DAO member-
ship. Namely, Token-based membership, share-based
membership, and reputation-based membership [5].
DAOs with token-based membership model mem-
bership with specific DAO tokens on a blockchain.
The more tokens a member has, the more their votes
are worth. Prospective members can acquire tokens
in multiple ways. For example, by buying it on an
exchange, by being rewarded for providing liquidity



on an exchange, or by being rewarded for using a
blockchain-based application.

Share-based membership is more permissioned
compared to token-based membership as users cannot
become members as easily. Prospective members can
join the DAO by submitting a proposal and fulfilling
the requirements such as paying the DAO to receive
shares. The shares allow members to vote. However,
contrary to tokens, shares are non-transferable. An
example of a share-based DAO is The Lao [14]. The
Lao allows members to collectively invest in projects
and is limited to 99 members. Members must pass
an Accreditation process and are allowed to buy a
limited amount of shares. Members receive proceeds
from investments based on the number of shares they
own.

Token-based membership allows anyone to influ-
ence the DAO if they have enough tokens. With
reputation-based membership, users gradually gain
voting power by participating in the DAO. Reputa-
tion cannot be sold or transferred.

2.3 Proposals

Proposals allow a DAO to make a decision. A pro-
posal can include code that is executed if the proposal
passes. Together with smart-contracts, proposals al-
low DAOs to be autonomous. Proposals can be ex-
ecuted after they receive enough votes and do not
require a special role or permissions to be executed.

Before a proposal is formally proposed, the idea
might be discussed with members of the DAO to re-
ceive feedback or gather support for the proposal.
The proposal is adjusted based on the feedback of
the members before being proposed. Chat plat-
forms or internet forums are used to discuss the pro-
posal. There are also specialized DAO platforms, like
alchemy [15], that enable both discussion and the
possibility to submit and vote on proposals.

There are two main proposals are submitted. First,
proposals can be submitted through a smart contract.
The smart contract registers the proposals and allows
others to vote on them. Passing a proposal can al-
low for one or multiple transactions to be executed.
Because of this, a waiting period can be instituted
after a proposal is accepted, so the proposal can be

reviewed to make sure no bugs are present. To pre-
vent spam, members might need a certain amount
of stake or reputation in the DAO to propose a pro-
posal. Second, a proposal can be proposed by making
a post on a forum. In the previous case, the forum
might be a front-end for a smart contract. However,
in this case, the forum is a website that does not cre-
ate or mutate a smart contract. As with the previous
case, members can vote on the proposal. However,
in this case, no transaction is executed in case the
proposal passes. Instead of being binding, this is a
way for members of the DAO to gauge the support
of a particular proposal.

2.4 Voting

A proposal can be voted on once it has been created.
In general, proposals need a minimum amount of
votes and a majority of yes votes to be passed. There
are two main ways voting can be done. First, mem-
bers can cast their vote by interacting with a smart
contract. This records their vote on the blockchain
publicly. However, voting by interacting with the
blockchain can incur fees. Instead, members can vote
through an ”off-chain” mechanism like Snapshot [16],
which allows DAO members to vote without paying
blockchain fees. However, since these votes do not
occur on the blockchain, another mechanism must be
used to execute the proposal. For example, relying
on a small group of trusted members or through a
more advanced mechanism like oracles [17].

Simple scoring rules like majority voting are sus-
ceptible to situations where a small group of mem-
bers have substantial power. To combat this and
other situations there are different scoring rules for
voting, such as quadratic voting [18] and holographic
consensus [19]. Quadratic voting is used to limit a
single member’s power by using a quadratic formula
to price votes. While holographic consensus allows
DAOs to scale to members by making voting require
less participation.

2.5 Delegation

DAOs can be overwhelming for the normal user.
DAO proposals can be extremely technical and not



all members are qualified to vote on these propos-
als. Additionally, not all members have the time to
evaluate and vote on proposals. A solution to this
is Delegation, which allows members to temporarily
give their voting power to another member.

In addition to delegating voting power to a trusted
member, delegation is used to create proposals in
cases where a minimum voting weight is required.

3 DAO governance analysis

In this section we describe the governance processes
of different prominent DAOs.

3.1 1linch DAO

linch [20] is a blockchain-based application that con-
nects multiple decentralized exchanges together to
give users a better price when trading digital as-
sets. linch also has its own decentralized exchange.
1Inch is a token-based DAO that is governed using
the 1INCH token. 1INCH tokens must be locked up
for users to be able to participate in governance. The
1INCH tokens are allocated to investors, and contrib-
utors and are given as grants to projects building on
top of linch. Users can earn 1INCH by providing
liquidity on the 1INCH decentralized exchange. Ad-
ditionally, users receive 1INCH tokens to subsidize
blockchain transaction fees depending on how many
1INCH tokens the user has staked.

The first step of the linch governance process is to
create a forum post to discuss the idea for a proposal.
The goal of this step is to discuss and refine the idea
so that it can be formalized. This step can last for
an indeterminate amount of time.

The second step is when the proposal is formal-
ized into a linch improvement proposal (1IP). The
proposal must be posted on the governance forum so
that it can be discussed. In this step, the proposal
author can use the feedback of other users to improve
the proposal. This step does not have a set duration.

The third step is the temperature check. In this
step, a poll is added to the forum post to measure
the community’s sentiment. At this point, no changes
are allowed to be made to the proposal. The proposal

can move to the next step if it receives a majority of
votes in favor of the proposal. This step lasts 5 days.

The fourth step is a formal vote using snapshot
[16]. To create a vote, a minimum of 25 thousand
voting weight is required. The proposal must receive
a minimum of 10 million votes and a majority of the
votes must be in favor of the proposal. The voting
period lasts 7 days.

The final step is to implement the proposal. How-
ever, Votes that happen on snapshot are not recorded
on the blockchain. To record the proposal on the
blockchain, linch uses an oracle [17]. This process
takes 3 days. After another 3 days, the proposal is
executed. In these 3 days, the proposal may be ve-
toed if deemed malicious by the linch network DAO
treasury, a multi-sig comprised of community mem-
bers.

3.2 Uniswap DAO

Uniswap [21] is a decentralized exchange [22] that
allows its users to trade digital assets. Uniswap is
developed by Uniswap Labs and is governed by a
token-based DAO, through the UNI token. UNI to-
kens were given to historical users of Uniswap, the
founders, and investors, and are given as rewards for
using the Uniswap application.

The Uniswap DAO uses different tools for gover-
nance. First, there is a forum for discussions related
to governance. Second, snapshot [16] is used to check
the sentiment of the DAO members. Lastly, the gov-
ernance portal is used to delegate votes or to vote.

The first step in the governance process is to dis-
cuss the idea on the forum and create a poll through
snapshot to gauge interest. After 3 days, the poll
should have a minimum of 25 thousand UNI worth
of votes to move forward to the next step.

In the second step, a new poll is created based on
the feedback received from the first step. In addition,
a new topic on the forum should be created for discus-
sion. During this period, the proposal should be fur-
ther discussed and support for it should be gathered
by interacting with the community and campaigning
for the proposal. After 5 days the poll result is eval-
uated to decide whether to go to the next stage. To
continue the process, a minimum of 50 thousand UNI



worth of votes need to indicate some support for the
proposal.

The third and final phase is when the proposal is
formally created and voted on. First, the code for
the proposal should be written and formally audited.
Second, a new topic on the forum should be created
and the relevant information should be posted. After-
ward, the proposal can be formally submitted. This
requires that the submitter has a minimum of 2.5
million UNI in voting weight. The proposal is active
for 7 days. If passed, the proposal is executed after
2 days.

3.3 MakerDao

Maker DAO [4] is a DAO that manages the Maker
Protocol, which allows users to receive Dai tokens in
return for other tokens. Dai is supposed to have a
value equal to 1 American dollar, which the Maker
protocol tries to achieve. The Maker DAO is gov-
erned by the MKR token. The MKR token also serves
a second purpose as a way to keep DAI at 1 dollar, in
which case more MKR tokens would be created [4].
MKR can only be used to vote after it is locked up
in a voting smart contract. Maker is developed by a
group of independent teams referred to as core units.
Core units can be created by creating 3 proposals
that specify a goal the unit should work towards, its
budget and its facilitator. If approved the core unit
is funded by the DAO. The core units regularly post
updates to the forum.

Maker Dao does not specify a formal governance
process, but there are some tools available to help
the governance process. Forum signal threads can be
created by anyone on the MakerDao forum to mea-
sure the sentiment of the DAO members. The threads
can contain polls that users can vote on. However,
these polls are not a perfect way to gauge sentiment
as users’ votes are weighted the same and not by the
amount of MKR tokens they hold. Once a reason-
able number of members have voted, the creator of
the post can decide to refine it further and create a
new thread or create an on-chain poll.

Governance polls are used to further gauge the sen-
timent of DAO members. These polls occur on-chain
and are weighted by the voter’s MKR tokens. They

use instant run-off voting [23] to allow members to
select multiple options. The polls do not have a set
voting period and can vary in length.

Executive votes occur on-chain and can make
changes to the Maker protocol by interacting with the
Maker Protocol’s smart-contracts and DAO members
are encouraged to audit the code themselves. Execu-
tive votes allow competing proposals to be introduced
at any time. Executive votes do not have a set dura-
tion unless specified in the proposal.

3.4 Compound DAO

Compound [24] is a blockchain-based application that
allows its users to loan each other digital assets. The
Compound DAO is a token-based DAO governed by
the COMP token. The tokens were given to Com-
pound Labs (the company behind Compound), their
investors, and their employees. COMP is also re-
warded to users for using the Compound application.
Compound is mainly governed by a few organizations
as the top 5 members of the DAO have roughly 38
percent of voting power [25].

Compound does not specify a formal governance
process, which could be explained by the small num-
ber of organizations that hold a significant portion of
the voting power. However, there is a forum that is
used to discuss proposal ideas and discuss proposals.

Proposals can be proposed by members if they have
at least 25 thousand COMP worth of voting power.
However, members can also create an autonomous
proposal by locking 100 COMP. The autonomous
proposal will become a proposal if it receives 25 thou-
sand COMP worth of voting power through delega-
tion. After the governance proposal has been created,
it will enter a review period of 2 days. If the proposer
of the contract does not have enough voting power at
the end of the 2 days then the proposal is canceled.
Afterward, it enters the voting period, which lasts
for 3 days. The proposal passes if it receives a major-
ity of votes and if it has received a minimum of 400
thousand votes. Afterward, it is queued in a time-
lock smart contract, which allows the proposal to be
executed after 2 days. While in the time-lock period,
the proposal can be canceled at any time during this
period if the proposer does not have enough voting



power. This can happen if delegated voting power is
removed.

To protect against vulnerabilities found in the
Compound application, there is a multi-sig made up
of community members that is able to pause certain
functions of the application.

3.5 AAVE DAO

AAVE [26] is a blockchain-based application that al-
lows its users to lend and borrow digital assets. Users
lending out their assets receive interest while those
taking loans pay interest. AAVE is developed by
AAVE Companies. The AAVE DAO is a token-based
DAO that governs the AAVE application using the
AAVE token. AAVE tokens are rewarded to the users
of the application. AAVE tokens can also be locked
up to receive rewards and to secure the application.
The locked-up tokens may be used as funds to recover
from a bug or exploit. Users who locked their tokens
receive stkAAVE tokens which have the same voting
weight as normal AAVE tokens.

The first step of the AAVE governance process is
to create an AAVE Request for Comments (ARCs)
in the AAVE governance forum. The post should
contain the details of the governance proposal, the
rationale for it and a poll that members can vote
on. Afterward, the proposal can be discussed and
should be improved based on feedback. The next step
is to create a vote on snapshot [16] to measure the
community sentiment. The last step is to create an
AAVE Improvement Proposal (AIP), which includes
the changes that will be made to the AAVE applica-
tion. An AIP can be created by writing the proposal
and making a pull request to the AAVE AIP github
repository. The AIP should pass the CI pipeline, be
uploaded to IPFS [27], and should be sufficiently
tested.

An AIP can include small changes, in which case
the proposer should have a minimum of 80 thousand
AAVE worth of voting power to make the proposal
and the proposal should receive a minimum of 320
thousand AAVE worth of votes. In this case, the
voting period is 3 days and requires 1 day before the
proposal can be voted on. A passed proposal can only
be executed after 5 days.

If the AIP includes changes to the core of the ap-
plication then the proposer should have a minimum
of 320 thousand AAVE worth of voting power and
the proposal should receive a minimum of 3.2 million
AAVE worth of votes. In this case, the voting period
is 10 days and requires 7 days before the proposal can
be voted on. A passed proposal can only be executed
after 5 days.

To protect against malicious proposals and against
vulnerabilities found in the AAVE application, there
is a multi-sig made up of community members who
have the power to veto any governance proposal and
pause the application.

3.6 Sushi DAO

Sushiswap [28] is a suite of blockchain applications.
The core of Sushi is Sushiswap, which allows its users
to trade digital assets. Sushi is governed by a token-
based DAO, through the SUSHI token. SUSHI to-
kens can be locked up and exchanged for xSUSHI,
which allows users to receive a portion of the trad-
ing fees collected by the platform and participate in
the governance process. A voting metric called SU-
SHIPOWAH is used to describe the voting weight
of a member. xSUSHI tokens contribute 1 SU-
SHIPOWAH, while SUSHI tokens being used to pro-
vide liquidity in the Ethereum-SUSHI market count
as 2 SUSHIPOWAH. New SUSHI tokens are contin-
uously created and users can earn sushi by providing
liquidity on the exchange. A portion of the newly
created tokens is set aside to fund the development
of the platform.

Sushi uses a forum to discuss ideas. Members
should create a discussion post and describe the idea
on the forum. The post should include a poll to
measure public sentiment. Once the proposal gains
enough traction it will be brought for voting by the
Sushi core team.

For official votes, snapshot is used [16], And only
core team members of Sushi can create official pro-
posals. Small changes to Sushi are decided on by
the core team, while larger must be voted on by the
members. Proposals must have received a minimum
of 5 million votes to be considered passed. Sushi is
controlled by 2 multi-sigs. The approval of one is



needed to use the development funds, while the ap-
proval of the other is needed to make changes to the
application.

3.7 Balancer DAO

Balancer [29] is an investment platform that allows
users to make portfolios of multiple digital assets.
Balancer is developed by Balancer Labs and is gov-
erned by a token-based DAO through the BAL token.
BAL tokens are rewarded to users of the application.
BAL tokens have also been allocated to the founders,
investors, and grants. Users can lock BAL tokens to
receive veBAL tokens. veBal tokens have the same
voting weight as BAL tokens, but users holding ve-
BAL tokens receive a share of the fees that Balancer
charges.

The first step in the Balancer governance process
is to create a Request For Comment (RFC) post on
the Balancer governance forum. Users should discuss
the proposal and give feedback.

After 2 weeks, the proposal can move to the next
step. The proposal should be updated to include the
feedback received from the previous discussions. At
this step, feedback is still collected and the proposal
can still be changed.

After 7 days, the proposal can be put to a vote.
Balancer using snapshot [16] for voting. Proposals
on snapshot require at least 2 million votes to be
passed and only certain approved members can sub-
mit a proposal on snapshot.

After the proposal passes it has to be executed.
The proposal is executed by a multi-sig made up of
trusted community members.

4 Comparison

The DAOs we described are similar. However, they
still have differences that can have a large impact. In
this section, we compare the different DAOs based on
the following criteria:

e structure - In theory DAOs should have a flat
hierarchy. However, in practice DAOs have a
structure in between a fully decentralized and a
corporate structure.

e level of openness - Products developed by
DAOs are not always developed in the open.
Instead, they may be developed behind closed
doors and unveiled when finished.

e transparency - Are the operations of the DAO
transparent? If the DAO has employees, are they
working transparently and in the open? Is the
DAO Treasury operated transparently?

o distribution of power - How distributed is the
voting power? Can a small group of members
significantly affect the DAO?

e resistance to attacks - How resistant is the
DAO against attacks? What happens if a vul-
nerability was found in a proposal? In this

e ease of participation - How hard is it for a
member to participate in the governance pro-
cess? How hard is it to submit simple propos-
als? Can a member discuss and give feedback to
a proposal submitter?

Table 1 shows how the different DAOs compare to
each other.

4.1 Structure

Many of the DAOs compared have a corporate struc-
ture and only Maker and Sushi do not have corpo-
rate structures. This is a bit misleading since it is
not the DAOs that have a corporate structure but
rather the group that they are developed by and The
DAOs themselves are flat. However, features mostly
developed the companies rather than a decentralized
group of developers. The DAOs technically do not
have to fund the operation of these companies. How-
ever, the companies often give direction to the DAO
and wield huge power.

Maker is developed by a decentralized group of
teams that have each been funded by the DAO and
work towards a set goal. Compared to the previous
DAOs, this model is more in line with the ideas of
DAOs. In Sushi’s case, there is a core team that is
hired and paid for by the DAO.
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Table 1: Comparison of described DAOs. Green means good, red means bad, and yellow is in between. Note that
the power of the top 10 members may not be 100% accurate as users may have their funds on exchanges, in smart-
contracts or many accounts could be controlled by one entity [30]. Exchange accounts and smart-contracts have been
excluded from the count. However, all of these accounts may not have been identified.

4.2 Level of openness

Uniswap, linch, Balancer, and Compound all do not
have open development. This is in part due to there
being one or a few companies that develop new ver-
sions of the applications. For example, prior to the
third version of Uniswap being announced, it was de-
veloped by the developers of Uniswap behind closed
doors. Anyone can ask for grants from the DAOs,
however major updates to the application are likely
to be done by select companies or groups.

Maker’s core units are more open. Each core unit
is created with a proposal that specifies its goal. In
addition, each core unit posts regular updates.

Sushi’s core team is transparent about what is be-
ing developed. In addition, some Sushi applications
have been developed by developers outside of the core
team.

4.3 Transparency

All of the DAOs except for Maker and Sushi have
medium transparency. This is because the DAOs’
treasuries are on-chain and thus public and transpar-
ent. However, due to the corporate structure, there
is little transparency on what is currently being de-
veloped or discussed.

Maker and Sushi are more open and have both a
transparent treasury and transparent contributors.

4.4 Distribution of power

All of the DAOs have a low distribution of power.
This is due to two main factors. Either a small
number of members control a large amount of voting
power, or a multi-sig enacts the decisions of the DAQO.
linch, Balancer, AAVE, and Sushi all have multi-
sigs that enforce the decisions made by the DAO.
The multi-sigs mean that even if the voting power
is equally distributed, only a few members need to
collude to harm the DAO. For example, Balancer is
controlled by a 6-of-11 multi-sig. This means 6 mem-
bers could potentially control the DAO.

On the other hand, Compound, Maker, and
Uniswap do not have multi-sigs but have an uneven
distribution of voting power. The top 10 Compound
members hold 52 percent of voting power [25], the
top 10 members of Maker hold 44 percent of the vot-
ing power [31] and the top 10 members of Uniswap
hold 38 percent of the voting power [21].



4.5 Resistance to attacks

Most of the DAOs are highly resistant to attacks.
DAOs take time to reach a decision and most DAOs
have a timelock before a passed proposal is executed.
Therefore when a proposal is passed to address a
vulnerability, it has probably already been used in
an exploit. Instead, DAOs rely on multi-sigs to pro-
tect them from attacks. This can come in two forms.
The multi-sig could control the entire DAO or it is a
"pause guardian” and is only able to pause the appli-
cation. linch, Balancer, and AAVE all have multi-
sigs, while Compound has a pause guardian. Uniswap
and Maker both do not have such a mechanism.

4.6 Ease of participation

In general, the DAOs are easy to participate in.
There are forums where members can give their
thoughts on proposals, and propose new proposals.
There are documentation or forum posts that explain
governance. However, most of the DAOs have a few
problems that can make participation hard.

The most common issue is the fact that some DAOs
require a minimum amount of voting power for a
member to be able to create a proposal. This is the
case for Uniswap, linch, Compound, and AAVE. For
example, Uniswap requires 2.5 million UNI to be able
to create a proposal. Even with delegation, this is an
enormous amount. In Maker’s case, there is no user
interface for creating proposals, and in Sushi’s case,
proposals can only be created by the core team.

5 Discussion

In theory, DAOs should be decentralized and au-
tonomous. However, this is often not the case. Cor-
rectly creating DAQOs is very technical, which leads
to compromises [12].

The DAOs discussed in this paper have many sim-
ilarities. They are all token-based, many are con-
trolled by a multi-sig, all use forums and all use snap-
shot for at least a part of the governance process.

5.1 Decentralization

Decentralization is hard to implement in practice.
For example, 1Inch needs proposals to be accepted
by a 7-out-of-12 multi-sig before they are executed, to
deal with malicious proposals. However, this means
that only 7 members need to collude to effectively
stop the DAO from doing anything. Migrating an
organization to a DAO is not trivial, therefore this
technique is often used as a way to start the con-
version of an organization into a DAO. Most of the
DAOs discussed in this paper have some mechanism
where a small group of persons can at least partially
control the DAO.

DAOs can have members that control a large por-
tion of the voting power. This can result in scenarios
where a small number of members can pass propos-
als, even if everyone else disagrees. This can occur
when the founders are rewarded with DAO tokens,
the investors are rewarded with DAO tokens, if large
amounts of tokens are available on the open mar-
ket or over the counter or if many members dele-
gate their voting power to a few members. In fact,
most of the DAOs discussed had investors that were
given governance tokens in exchange for an invest-
ment. One example of centralization of power is when
Justin Sun, the founder of the Tron blockchain, was
able to take over Steemit, a blockchain-based social
network [32]. By buying a large number of tokens
from the founder and by getting cryptocurrency ex-
changes to help, Justin was able to effectively take
over Steemit. Previous research has concluded that
DAOs are not decentralized at all [10].

Even when not controlling a significant portion of
voting power, some members can have a significant
influence on the DAO. For example, the founder or
the core team of a DAO are influential for the sole
reason that they are trusted. Even if members do not
understand a proposal, they might vote just because
they trust the submitter of the proposal.

Many of the DAOs discussed give the possibility to
earn governance tokens by using the application gov-
erned by the DAO. However, this leads to the cen-
tralization of power [10], since more tokens are given
the more money is used in the application.

Even the governance process itself may not be de-



centralized. Most DAOs require proposals to start
off on forums that a core team controls. Other steps
in the process could also require review or approval
from a core team. For example, AAVE requires a
proposal to be submitted to a GitHub controlled by
a few members. In addition, DAOs often require a
large number of tokens to submit proposals.

Decentralization seems to be a lie. (33] de-
scribes how there is no definition of what decentral-
ized means and how decentralization steers attention
away from the concentration of power. While maybe
not intentional, the DAOs we discussed all have con-
centration of power while being ”"decentralized”.

5.2 Smart-contract

DAOs rely on smart contracts to be trustless and au-
tonomous. However, smart-contracts are just com-
puter code, which is error-prone [34], [35]. Many
DAOs and blockchain-based applications (which may
be managed by a DAO) have been hacked due to vul-
nerabilities found in the smart contracts [36], [37].
Even when the vulnerability is found before an ex-
ploit was performed, fixing the problem is not trivial.
A proposal is required to fix a vulnerability. There-
fore, attempting to fix a vulnerability will make it
known. This is further exacerbated due to the fact
that there is often a minimum amount of time before
a proposal can be passed, to allow for voting. An
example of this is when Compound [24], a lending
market, allowed its members to claim more tokens
than intended [38]. To fix the problem a proposal
was passed, but by then many had already exploited
the vulnerability.

Because of the risk of exploits, DAOs often rely
on community members to approve passed propos-
als. However, by doing so the DAOs are sacrificing
decentralization for security.

DAOs are also vulnerable in other ways. For ex-
ample, if a disadvantageous proposal is about to be
passed then it may be worth the cost of spam attack-
ing the blockchain [39]. Other problems like front-
running are also an issue and if not taken into account
can lead to disastrous consequences [40], [41].
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6 Conclusion

The governance procedures of DAOs are complicated.
Documentation is lacking while the process itself is
complex. In this paper, we explained how DAOs work
and described the governance process of several pop-
ular DAOs. We then compared and discussed the
governance processes of the discussed DAOs.

Decentralized Autonomous Organizations are sup-
posed to be organizations not controlled by anyone
and where anyone can participate. However, we
found that in practice, DAQOs are controlled by a
small minority and it is hard to participate in the
governance process without enough power. In addi-
tion, DAOs are often reliant on a single company that
founded the DAO. The company has employees and
works behind closed doors until it is time to reveal a
new product or feature. DAOs also often rely on a
small group of people, who control the assets of DAO,
to carry out the decisions of the DAO.

Not only are DAOs not as decentralized as they
seem, they are centralized. DAOs are misleading and
a lot of research is required for someone to actually
understand a DAO.
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